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Foreword

The Consumer Data Right (CDR) is at a critical point in its
implementation as Australia’s national data portability scheme. The
focus for the past three years has been squarely on building what
most agree is the world’s most ambitious, safest and secure data
sharing scheme to deliver value to consumers as it drives the digital
economy. Much of the hard work has been done and without
exception, | found all participants, data holders and data recipients,
as well as policy agencies and regulators, had applied themselves
with great diligence and professionalism.

The task of implementation is enormous, complex and technically / i
challenging. It has consumed the attention and resources of participants as they have worked towards
complying with the significant new regulation that the CDR has imposed. Now that the foundation has
been laid within the banking sector, there is scope for attention to move to the opportunities that the
CDR can provide. All CDR participants are excited to develop new CDR-powered products and services
and | am confident that we will see these markets grow rapidly.

Of course, there are lessons to be drawn from implementation thus far.

It is vital that the CDR is consumer-centred and use case driven to deliver value to consumers and to
shape its development in terms of data covered by the system and the products and services powered
by that data. That will require a stronger consumer voice in the CDR ecosystem. In addition to
individual consumers, the role of small and medium business as a consumer of CDR products and
services should be given greater prominence in policy design and implementation to ensure the CDR is
accessible to their operating models.

Whilst overall the statutory framework is robust, there is scope to further explore its limits and we
should be open to further considering aspects as the CDR develops.

We must also be alert to potential anti-competitive effects. The size, complexity and technical depth
required to participate in the CDR does, of necessity, create a disproportionate burden for smaller,
less sophisticated entities. The requirement to comply with rules and data standards should not be
implemented in a way that stifles product innovation.

Data quality must improve for the CDR to realise its potential and provide a viable alternative to less
secure practices such as screen scraping. Participants, regulators and policy makers each have a role
to play. In order to incentivise participation in CDR, Government should chart a clear path away from
less secure practices and clearly signal that the CDR is the Australian data sharing system for
accredited sectors.

The implementation architecture of the CDR is complex with multiple regulators. Given the
economy-wide scope of the CDR and its deep technical demand and complexity, there is no obvious
alternative at present. | believe that significant improvements are possible within the current
architecture if all commit to greater coordination, so that roles are more clearly delineated, and | have
been encouraged to see that CDR agencies are already actively working to this end. Government
should maintain an open mind on future architecture as the CDR further matures and other relevant
Government initiatives develop such as digital identity.
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Government has an important ongoing role in the CDR. It should ensure that the regulatory
architecture is as seamless as possible for participants and consumers, and it should also require that
related initiatives, such as the payments system reform, the Data Availability and Transparency Act
2022, the ongoing Privacy Act review and Digital Identity are all designed and implemented in a way
that supports the CDR, does not duplicate infrastructure or require business or consumers to repeat
analogous steps unnecessarily such as accreditation. Government should also commit to participating
in the CDR and work with participants to identify government data to support future use cases.

It has been a great privilege to be appointed as the Statutory Reviewer of Australia’s national data
portability scheme at this time in its implementation. | have been greatly assisted by the many people
who took time to meet with me and make thoughtful submissions to the inquiry as well as the
substantial work undertaken by others such as Scott Farrell in considering the future of the CDR.
Finally, my deep thanks goes to the committed, clever and professional officers in my secretariat from
the Treasury whose support and hard work made my review possible.

| am very optimistic about the future of the CDR. Australians can be rightly proud of what has been
achieved so far by Government and industry as they have laid firm foundations for a world-leading
system.

£ Xl

Elizabeth Kelly PSM
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Executive Summary

Review Background

The Consumer Data Right (CDR) is Australia’s national data portability initiative. It gives individuals and
businesses the ability to share their data with trusted and accredited third parties, along with limited
types of data with non-accredited parties. In turn, these third parties can use this data to provide
products, services and insights that benefit consumers. This includes, for example, providing a single
view of a consumer’s financial position, lending product comparisons or, in the future, faster loan
applications and easy switching between different products and service providers. The CDR is a
significant reform in terms of ambition, technical complexity and potential for consumer benefits. It is
being implemented on a sector-by-sector basis, with the intention to ultimately achieve an economy-
wide coverage.

The CDR is now in its third year of implementation, with data holders in open banking covering over
99 per cent of banking customers able to share data. The CDR is expanding across the economy. The
CDR will enable energy consumer data sharing later this year, the telecommunications sector has been
designated, and Open Finance has been identified as the next priority area for expansion.

The focus to date has been on building the ecosystem, developing new regulatory settings, including
rules and standards, and building compliant systems. Innovative product offerings are only starting to
become available, meaning significant consumer benefits are yet to be realised. As the system moves
from the establishment and build phase, participant, government and regulatory focus is shifting to
greater consideration of system functionality and growth. While this has meant significant industry
and government investment in the CDR, the Review has heard that participants in the CDR are still
waiting for the scheme to deliver broad and tangible benefits to consumers, as well as to system
participants —including data holders and data recipients.

This Review is occurring at a significant point of inflection for the system, providing an opportunity to
reflect on the CDR’s development to date against the scheme’s overall objectives and vision. It has
been initiated under part IVD of the Competition and Consumer Act 2010 (the Act), from which the
CDR derives its primary legislation (section 56GH). The terms of reference for the Review (at
Appendix A) broadly explore questions related to the extent to which implementation of the CDR
statutory framework supports its core policy objectives.

Given it has been undertaken in the context of significant policy and governance developments in the
CDR, the Review considers the unprecedented scale of the scheme without apparent equivalent
examples operating globally, as well as its transitional stage of development.

The Review regularly heard that the emphasis on establishment and rollout is coming up against
significant implementation constraints, including system complexity, early setting revisions,
inadequate participant access to resources and skills necessary for building compliant systems, and
inconsistent regulatory coordination.

The Review has considered the statutory settings in the context of the benefits and constraints
imposed by the implementation experience to date. Through the CDR’s build phase, setting the
foundation and bringing in the datasets have been the priority. This, however, must shift towards
innovation and uptake, and generating the products, services and CDR use cases that benefit
consumers with the focus on allowing the system to mature and capitalise on the lessons learnt. Major
revisions to the framework need to be deliberate and justifiable considering the investments from
participants and government to date.
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Key Issues and Themes

Common themes through the consultation spanned the statutory framework, implementation issues,
and the CDR’s role in the digital economy. Other themes included maintaining the vision of the CDR to
benefit consumers, the ability for the scheme to drive innovation, building and maintaining trust in the
CDR system, and integrating the CDR within the wider digital economy.

The Review heard that the consumer-centric utility of the CDR should remain a core objective and that
further consideration be given to the needs of different cohorts, particularly small business
consumers. Consumers’ collective and individual benefit should remain the system’s primary objective
and should factor significantly in its future development.

The Review also heard that the CDR provides an adequate framework for potential development of
data-driven innovation; novel applications combining data and insights from a range of datasets
should offer consumers new benefits and increase competition between participants. This opportunity
will only be realised if participants can meet costs, manage complexity and ensure data is improved.

The strong privacy requirements of the scheme have supported the establishment of the CDR. They
create a foundation of trust, safety and security, all of which will be central to engagement and uptake
of the CDR from consumers and participants — particularly when compared to other, less secure data
sharing mechanisms like screen scraping (also known as Digital Data Capture (DDC)). It is recognised
that these requirements have made participating in the scheme complex and costly for participants,
and the ongoing impact of these obligations will have to be monitored.

The Review also heard that the CDR has significant potential as foundational national digital
infrastructure and should be progressed in alignment with other digital reforms and existing
infrastructure, such as Data Availability and Transparency Act 2022 (DATA 2022), the payments
system reforms, and ongoing work on digital identity. The CDR should align with these developments
as much as possible to create opportunities it could not by itself offer, and should reduce additional
regulatory burdens and duplication.

The Report is made up of four parts: Part One provides analysis of issues relating to the CDR statutory
framework, Part Two reflects on the implementation of the statutory framework to date, Part Three
provides an overview of the how the CDR can develop into the future, and Part Four acknowledges
other issues raised in submissions.

Part One: Consumer Data Right Framework

Part One considers the issues relating to the CDR statutory framework and how it supports the
objectives of the CDR. The Review finds that the objects in the Act are broadly fit-for-purpose, but that
there are elements that are currently or will soon produce challenges for participants and regulators
seeking to deliver consumer benefits.

The sector-by-sector approach to CDR designation is being challenged by contemporary business
models, while the process flow of privacy assessments and uneven coordination between regulatory
bodies generates friction within the CDR system. Policy settings are sufficiently flexible in the short to
medium term, but should be revisited as the CDR matures to support the growth of the digital
economy and reflect changing business practices, as well as to ensure they continue to meet the
operational demands of the increasingly complex system. The framework also supports the option of
direct-to-consumer functionality and additional success metrics.
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Part Two: Implementation and lessons learnt

Part Two considers feedback related to the development and the functioning of the CDR to date, as
well as lessons that can inform future rollout, including governance structure, speed of expansion, the
level of complexity in the system and the accreditation process.

The quality of CDR data is a key concern for existing and prospective data recipients. The accreditation
process and role division between government agencies has created confusion and complexity for
participants. Multiple regulators and a proliferation of information channels has resulted in
participants, at times, receiving inconsistent advice. Improving coordination within the existing CDR
structure should be prioritised in the short to medium term. The Review notes that Government
incentives for private sector solutions to system management also appear to be increasingly viable as
the CDR grows and matures.

Complex obligations around data handling also present participants with various challenges. The
delineation of obligations between different instruments means participants take time to develop
system understanding to ensure compliance. Technical considerations like those with consent flows
appear to generate friction for consumers.

Part Three: CDR within an emerging digital economy

Part Three provides an overview of areas that were identified in which the CDR can provide new
opportunities; both through its own evolving functionality and through interactions with the broader
digital economy.

Technological and regulatory developments offer the potential for alignment between other initiatives
and the CDR. Care must be taken to avoid duplicate obligations or infrastructure in areas like
payments, digital identity and other data transfer initiatives.

A key area of the digital economy that has seen significant and rapid development is payments. The
New Payments Platform (NPP) has already demonstrated improvements to consumer payment
experiences and promises to deliver further consumer value in the coming years, including through its
PayTo service. Further development of the CDR should consider how its unique framework for secure
transfers of consumer, product and service data can integrate with and augment existing and
emerging payment channels.

Alongside these technological advances, there have also been relevant advances and updates to the
legislative framework of Australia’s digital economy, for example, the recent DATA 2022 and the
ongoing Privacy Act 1988 review. The CDR is already a complex statutory framework and, where
possible, should try to integrate and operate in alignment with other government initiatives.

Part Four: Other issues raised in submissions

Part Four covers additional suggestions from stakeholders that could be adopted or considered in the
future development of the scheme such as possible changes to the objects, rules or the consumer
testing processes.

Executive Summary | 5
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Findings and recommendations from the Review

The underlying conclusion of the Review is that the statutory framework has been broadly effective in
the rollout of the CDR to date, and that it is sufficiently flexible to accommodate further changes to
achieve CDR policy objectives. The Review offers 15 findings and 16 recommendations that provide
specific comments on the state of the CDR as well as suggested changes to the statutory framework.
Findings provide a summary of significant insights from the review process, while recommendations
offer direct suggestions for changes to the statutory framework. Findings may also suggest a direction
for possible resolutions to issues and prompts for future discussion.

Consultation Process

The Review published an Issues Paper on 16 March 2022, calling for submissions from interested
stakeholders on any or all aspects of the terms of reference by 20 May 2022.

The Review received 46 submissions in response (which are noted in Appendix B), from a wide range
of stakeholders including:

. Fintech businesses.

. Industry bodies.

. Consumer and privacy groups.

. Private individuals.

. Regulators and other government agencies.
. Banking and financial services sector.

. Energy providers.

To supplement information gathered through formal submissions, the Review secretariat met with a
wide range of stakeholders. In total, 44 engagements were held with representatives from industry,
consumer and privacy advocates, banks, fintechs, subject-area experts, government agencies and
regulators and other interested parties.
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Findings

Finding 1.1

The Review has found that the objects of Part IVD of the Act are broadly fit for purpose and will
continue to support the economy-wide expansion of the CDR into the medium term.

Finding 1.2

In developing the CDR, multiple agencies are seeking regular feedback from a wide range of
stakeholders. CDR participants, particularly smaller ones, have found it difficult to engage with
these successive consultation processes. Consultation is important to successfully implement the
CDR, however, the extent and scope of consultation are barriers particularly for smaller
participants and consumer groups. Without better coordination or consideration of ways to
lessen the consultation load, there may be adverse competition outcomes that are contrary to
the policy objectives of the CDR.

Finding 1.3

Submissions recognised the risks associated with enabling direct-to-consumer data sharing
under the CDR, particularly at this point in time. While many submissions supported this form
of sharing in principle, few were able to offer examples of tangible consumer benefits that
could justify enabling sharing in the presence of these risks. The Review finds that the
statutory framework may require further consideration in the future if direct-to-consumer
data sharing is to be enabled, particularly in relation to liability for loss. As the CDR matures,
the risks associated with direct-to-consumer data sharing may decrease, at which point
enabling data transfers should be reconsidered.

Finding 2.1

Data quality is limiting the wider adoption of the CDR. Addressing it as a priority, including
through enforcement actions when necessary, will increase participant confidence in the CDR,
leading to the development of new CDR products that benefit consumers and decrease reliance
on risky practises like screen scraping.
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Finding 2.2

The consent process is central to CDR’s realisation of informed consumer decision making and
delivery of consumer benefits. Complex consent processes may limit participation in the CDR and
contribute to ‘consent fatigue’, which may undermine genuine consumer consent. As the CDR
evolves, the consent process should be monitored and adjusted to ensure benefits are realised,
and as the CDR expands to include actions and payments, further consideration should be given
to other consent models, such as bundling of consents.

Finding 2.3

The Review heard from participants that their experience in the CDR has been compliance
focussed to date. Concerns were raised by participants about complex and overly prescriptive
rules and standards that have prevented them from focusing on developing new products and
services. As the system develops and matures, including through the introduction of action
initiation, consideration should be given to ways that implementation can reduce the complexity
associated with rules and standards for participants.

Finding 2.4

The introduction of new access pathways, such as the representative and sponsor-affiliate
model, has increased available avenues for participation in the CDR. Government should
monitor participation and uptake to ensure settings remain appropriate. If a particular model
or pathway has low uptake, further exploration should be done to understand why it is not
being used and to affirm that liability settings are meeting desired policy outcomes.

Finding 2.5

As the CDR gains momentum and the incentives to participate increase, reciprocal data holder
obligations should be monitored to ensure they are appropriately supporting the growth of a
vibrant CDR ecosystem.
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Finding 3.1

The CDR has the potential to provide benefits to millions of small businesses across Australia
but, at present, participation is low. The Government should consider settings to facilitate
small business participation, such as consent durations, data handling and deletion setting
requirements. Derived data settings should also be revisited to ensure that they remain
appropriately calibrated and reflective of data disclosure needs and uses.

Finding 3.2

Expanding the CDR to deliver cross-sectoral use cases will require a method of consumer
identification that spans different sectors and interactions. This will require utilisation of
identity solutions beyond the existing unique identifiers adopted in energy, financial and
telecommunications sectors to enable seamless user experiences.

Finding 3.3

Prioritising the development of the CDR as an internationally interoperable data portability
initiative will deliver significant consumer benefits by way of a greater willingness for
participation from international product and service offerings.

Finding 3.4

Protections provided by the CDR are designed to ensure the integrity of the scheme is
maintained as it moves across each sector working alongside the Privacy Act 1988. Where
opportunities for alignment with the Privacy Act 1988 are identified, the CDR protections
should be reviewed to reduce duplication and increase alignment.

Finding 3.5

The regulatory environment that the CDR operates within is complex. Where possible, the CDR
should seek opportunities for alignment with other regulatory schemes, limiting duplication and
overlapping regulatory obligations to make the CDR easier to navigate, reducing additional
compliance burdens and confusion for participants.
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Finding 3.6

There is significant enthusiasm for the delivery of action initiation under the CDR, with many
submissions noting the opportunities for the CDR to capitalise on concurrent work being
undertaken within payments systems, such as PayTo. Where possible, the CDR should work
in conjunction with other initiatives to minimise potential friction points and reduce
regulatory compliance for participants, with the objective to create more streamlined
consumer experiences.

Finding 3.7

Consider a future statutory review within the next five years. This review may consider direct-
to-consumer data sharing, the implementation and governance arrangements of the CDR and
other digital economy initiatives, reciprocal data holder obligations, as well as any other
issues that arise.
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Recommendations

Recommendation 1.1

In the short to medium term, the existing sector-by-sector approach can support the inclusion of
targeted datasets that enable cross-sectoral use cases. Further consideration should be given to
whether the sectoral approach for expansion is sufficiently flexible to support continued rollout
of the CDR, with particular consideration given to introducing action initiation and government-
held consumer data.

Recommendation 1.2

A streamlined mechanism to update a designation instrument for technical/minor considerations
should be introduced if relevant details arise after designation. Any such mechanism should not
replace the need for a full sectoral assessment for genuine system expansions.

Recommendation 1.3

To ensure that privacy is properly factored into the designation design, it is recommended that
the Information Commissioner’s assessment on privacy and confidentiality is considered as part
of the sectoral assessment report.

Recommendation 1.4

To provide greater clarity and certainty to all participants, the Government, with CDR agencies,
should provide greater transparency on CDR consultation processes and a timeline that outlines
expected future developments.

Recommendation 1.5

Greater visibility of success measures and system objectives will provide increased confidence
and assurance to participants. Success measures should incorporate measures of system health
and meaningful outcomes for consumers.
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Recommendation 2.1

Screen scraping should be banned in the near future in sectors where the CDR is a viable
alternative. Importantly, the Government should clearly signal when and how the
implementation of the ban would take effect. This would provide certainty and adequate time for
businesses to transition, along with stronger incentives to invest in moving to the CDR.

Recommendation 2.2

Creating a trusted ecosystem that supports the development of a range of products will
encourage new market-driven innovation in the CDR. It is recommended that prospective
Accredited Data Recipients (ADRs) have the flexibility to choose who they undertake preliminary
systems testing with, including through an accredited private sector solution or the Australian
Competition and Consumer Commission (ACCC).

Recommendation 2.3

Changes to CDR governance should not be made now, however, improvements to coordination
within the existing CDR structures should be undertaken as a priority in the short to medium
term. CDR agencies should make it easier for participants and users to resolve issues and seek
advice, including by clarifying responsibility and ownership of issues, coordinating consultation
and system releases, and publishing comprehensive statistics on the progress of the CDR.

Recommendation 2.4

To encourage and incentivise the development of innovative use cases, the Government should
look to support initiatives like the UK’s Open Up 2020 Challenge, which could target a use case
that drives social benefit that is not being developed by the market. Collaboration with consumer
advocacy groups should be considered to help identify relevant consumer challenges that could
be addressed by the CDR.
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Recommendation 2.5

The current pace of CDR rollout into new sectors has not allowed enough time for the system to
mature and capitalise on the lessons learnt. Focussing on improving CDR functionality and data
quality within already designated sectors should be prioritised, balanced with overall forward
momentum into new sectors over time.

Recommendation 2.6

At this point in the CDR’s development, the Government should consider undertaking a whole of
ecosystem cyber security assessment to ensure that the CDR cyber security architecture
continues to be fit for purpose into the future.

Recommendation 2.7

Where appropriate, accreditation under the CDR should be aligned with other obligations on
participants, in particular, accreditation requirements for Digital Service Providers registered with
the ATO.

Recommendation 3.1

Government should consider ways to increase small business participation in the CDR. This could
include giving small businesses flexibility to consent to share their CDR data with parties outside
the limited ‘trusted adviser’ categories currently defined under the CDR rules. Consideration
should also be given to enabling small businesses to consent to share data outside the CDR to a
third party for explicitly business-related purposes.

Any amendments to support wider sharing of CDR data should ensure the maintenance of
existing protections offered to individual consumers and carefully consider the impacts of any
potential overlap between business and personal data.
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Recommendation 3.2

Facilitating government participation in the CDR should be a priority to ensure consumers benefit
from more seamless government interactions and an ability to share their data across a greater
range of services. Consideration should be given to how designation, accreditation and standard
setting processes can optimally facilitate government involvement alongside other initiatives,
such as the Data Availability and Transparency scheme.

Recommendation 3.3

The consumer voice is amplified through consumer advocacy groups. These advocacy groups are
generally under-resourced, inevitably diminishing the consumer input into the development of
the CDR and other government consultation processes more broadly. Additional funding may be
needed to support consumer advocacy groups to meaningfully participate in not just the
development of the CDR but across government initiatives.

Recommendation 4.1

Further consideration should be given to other issues raised during the Statutory Review in the
context of ongoing future legislative, rule-making and standard-setting updates to ensure that
the CDR remains fit-for-purpose.
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Part One: Consumer Data Right Framework

Part One is an overview of the CDR statutory framework and describes how it supports the objectives
of the CDR. It also analyses perspectives raised through submissions regarding operation of the legal
framework, particularly the legislated sectoral designation approach, the rules and standards
framework, the visibility of success measures, and the development of direct-to-consumer data
sharing as outlined in the primary legislation. This legal framework provides the foundation of the CDR
as an innovation, competition and consumer empowerment initiative. Subsequent sections consider
the implications of the legal framework for ongoing implementation and the role of CDR within a
broader digital ecosystem.

The CDR was enacted by the Treasury Laws Amendment (Consumer Data Right) Act 2019 (Cth), which
inserted a new Part IVD into the Competition and Consumer Act 2010 (Cth) (the Act). This enabling
legislation sets out the role, functions and powers of Treasury, the Australian Competition and
Consumer Commission (ACCC), the Office of the Australian Information Commissioner (OAIC), the
Data Standards Chair and the Data Standards Body (DSB) and outlines the overarching objectives and
principles for the CDR. The Act also gives the Minister the power to designate a sector of the
Australian economy to be subject to the CDR, and to make consumer data rules. A sector is designated
by legislative instrument, which specifies the broad classes of data subject to the CDR and the class or
classes of persons who hold the designated information (the data holders).

The designation instrument itself does not impose data sharing obligations. The requirement to
disclose particular data emanates from the Competition and Consumer (Consumer Data Right) Rules
2020 (the rules), which provide the framework for how the CDR operates in a particular sector. The
rules have been developed to apply universally across all sectors of the economy to the extent
possible, with sector-specific provisions and modifications catered for in sector-specific schedules, and
will be progressively updated as the CDR evolves and expands. The technical standards, made by the
Data Standards Chair on the advice of the DSB, specify how the data holder will comply with the
requirements of the rules. Further information on the designation and sectoral assessment processes,
CDR rules and standards are summarised in Appendix C.

1.1 Objects of the CDR

The objects of the CDR are set out in section 56AA of the Act® (see Box 1.1) and have remained robust
over the initial development stages of the CDR and appear to broadly support the scheme as it moves
into an operational phase. To the extent that submissions raised concerns about the objects, these
concerns where generally either minor in nature or regarded the application of the objects rather than
the objects themselves. The minor changes recommended in submissions are considered in Part 4.

The Review has conducted its assessment of the CDR on the basis that the objects of the Act define
the broad scope and purpose of the CDR. The Review acknowledges that CDR policy settings will
continue to evolve over time in response to changing priorities and ecosystem development.
Ultimately the scheme’s core purpose and policy settings remain a matter for Government. As such,
the Review has not sought to redefine the intent or purpose of the CDR and acknowledges that the
scheme will continue to develop in the future.

1 s 56AA, Part IVD, Competition and Consumer Act 2010. These are also presented in Appendix C.
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Box 1.1 — Objects of 56AA of the Act

a) to enable consumers in certain sectors of the Australian economy to require information
relating to themselves in those sectors to be disclosed safely, efficiently and conveniently

i) tothemselves for use as they see fit; or
ii) to accredited persons for use subject to privacy safeguards; and
b) to enable any person to efficiently and conveniently access information in those sectors that:
i) is about goods (such as products) or services; and
ii) does not relate to any identifiable, or reasonably identifiable, consumers; and

c) as a result of paragraphs (a) and (b), to create more choice and competition, or to otherwise
promote the public interest.

The Review heard that consumer benefits can take various forms, ranging from outcomes like lower
prices through greater competition on comparable products and services — easing frictions on
provider switching —to more individualised products and services that leverage data from across
multiple sectors. For example, PEXA’s submission suggested that the CDR could bring value to
consumers in the property sector by utilising multiple datasets to provide additional information and
transparency on factors that may have an impact on property valuation, lending and insurance by
using environmental, traffic and land use data. It is expected that cross-sectoral applications of this
nature will begin to emerge as new datasets come into the CDR from energy and, later,
telecommunications and other financial sectors. Many submissions to the Review noted that the
scheme should prioritise the inclusion of targeted datasets that enable use cases of greatest consumer
benefit.

As the CDR matures, the Government should reflect on the different needs of consumer cohorts in the
system. Under the statutory framework, a CDR consumer is not limited to an individual retail customer
and includes small businesses and other entities utilising CDR data-powered products and services.?
Many of the datasets accessible under the CDR have been most beneficial to individual consumers (for
example, consumer banking data). As the system matures, the CDR could better distinguish between
business and individual consumers and consider how it supports the different needs of both (see
section 3.1). The CDR presents an opportunity for small businesses to access new products and
services that increase the efficiency of their operations, further reducing the burden of business
administration and enabling more focus on growing businesses.

Data safety, security and information privacy also remain priorities for all participants in the system,
from consumers to data holders, to intermediaries and data recipients. A recent report by a CDR
Accredited Data Recipient (ADR) Frollo, for example, surveyed consumers who rated security as one of
the most important features of financial information-sharing.?

2 s 56Al, Competition and Consumer Act 2010.

3 Frollo, Open Banking: The Consumer Perspective, May 2022, https://frollo.com.au/open-banking/open-
banking-consumer-perspective/
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The CDR is an ecosystem based on trust, safety and security. Obligations for participants around
access, use and handling of personal information through the Privacy Safeguards embedded in the Act
provide a strong foundation that will promote uptake of the CDR from both consumers and
participants. When compared to the Australian Privacy Principles (APP) established under the Privacy
Act 1988, many submissions noted the CDR’s Privacy Safeguards afford a higher level of protection for
consumers than the APP, reflecting the increased volume and accessibility of personal information
under the scheme. Submissions also acknowledged CDR as a more secure system for data sharing than
other channels like screen-scraping. To this end, the Data Standards Chair has also overseen the
development of comprehensive data standards that reflect the high-level of data, privacy and security
protections required under the CDR.

While important to building trust in the CDR, some participants report that regulatory requirements
and standards have led to significant regulatory costs and continue to form a barrier to entry for
smaller entities without sophisticated IT capabilities and significant resources. There is clearly a
balance to be struck between data security and safety on the one hand and increased consumer
choice, innovation and competition on the other — with the former currently outweighing the latter.
Both remain valid objects of the CDR, however, and most participants agree that the existing high
levels of information and data security are necessary to underpin trust and confidence in the CDR, and
provide a secure foundation for future expansion. For the same reasons, the privacy safeguards
continue to be viewed as an important element of the CDR, especially in building a trusted system.

The Review also heard that the CDR offers safe and secure access to datasets from which to create
consumer-centred products and services. The immediate consumer benefits of greater access to data
have been well-documented, particularly around provider comparison and switching. Participants
anticipate that the designation of new datasets from energy, telecommunications and finance will
drive the development of new use cases, increase uptake and, especially with the introduction of
action initiation (noted by some as the ‘game changer’), will enhance the potential to deliver efficiency
and convenience to consumers.

“Red and Lumo have consistently supported the CDR and recognise the potential
benefits it will generate for Australian energy consumers. It will assist them with
their energy choices, encourage efficient energy use and facilitate efficient
investment in solar, batteries and other distributed energy resources. The potential
benefits are wide ranging and include product innovation, reduced energy prices
and more efficient use of energy infrastructure” — Red Energy and Lumo Energy

While efficiency and convenience remain important objects for the CDR, it is apparent that they
have not yet been broadly achieved for participants. Partly reflecting the stage of implementation of
the CDR, many participants currently find participation in the scheme complex and expensive
(further discussed at section 1.5). As the system matures, focus should be on removing complexity
and encouraging greater ease of participation for consumers, data holders and ADRs.
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Finding 1.1

The Review has found that the objects of Part IVD of the Act are broadly fit-for-purpose and will
continue to support the economy-wide expansion of the CDR into the medium term.

1.2 Sector-by-sector approach to expansion

The CDR is designed as a whole-of-economy measure and its implementation has been on a sector-by-
sector basis, commencing with banking, to be followed by energy and telecommunications. The
Review considered whether the designation process has the agility to support the CDR as it brings in
datasets from across different sectors of the economy, driven by an increased focus on cross-sector
use cases. The international experience of other jurisdictions (see Box 1.2) and the findings of the
Treasury-led CDR Strategic Assessment (2022)* were also considered.

The Strategic Assessment recommended a consumer use case focused approach to designation,
starting with exploring CDR applications across the finance sector, including non-bank lending,
merchant acquiring services and key datasets in general insurance and superannuation (collectively
referred to as ‘Open Finance’).” The Strategic Assessment found that the activity of data holders and
businesses was increasingly moving beyond traditional sectoral boundaries and definitions (see
Appendix C). A data purpose-driven approach, which considers how datasets would complement data
already designated and produce the most compelling consumer use cases, was proposed as a pathway
for more targeted and agile expansion of the CDR.

An expansion approach that considers and prioritises high value use cases sector-by-sector is a viable
way of achieving a wider coverage of CDR in the economy over the medium term. This includes
designating targeted datasets to support high value use cases (see also section 1.3). The current
statutory framework appears flexible enough to allow targeted datasets to be brought into the system
as more use cases are identified. This will be tested in the current sectoral assessment process for
targeting datasets in Open Finance. The general insurance sector is expected to focus on targeted
datasets informed by the most apparent and compelling consumer use cases.

Sectoral assessments are required to add new datasets into the system. The current legislative
framework provides sufficient flexibility to bring in new datasets from an existing sector without the
need to reassess datasets that have already been designated.

The suitability of sector-based assessment should be considered in the context of the ongoing
expansion of the CDR. Increasingly consumers will expect to access data-enabled services that have
touch points across a broad range of sectors and data holders. As the CDR evolves, and as more
cross-sectoral use cases develop and business models increasingly move beyond conventional sectoral
boundaries, further consideration should be given as to whether the sector-based assessment model
remains fit-for-purpose and provides an appropriate framework for CDR expansion. This includes
considering how to bring in government-held datasets and how to enable action and payment
initiation.

4 CDR Strategic Assessment: Outcomes, January 2022
https://treasury.gov.au/sites/default/files/2022-01/p2022-242997-outcomes-report_0.pdf

5 Commonwealth Treasury, CDR Sectoral Assessment for the Open Finance Sector — Non-Bank Lending, April
2022, https://treasury.gov.au/consultation/c2022-253782
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The existing sectoral approach only permits inclusion of government data where it relates to a
designated sector (further discussed in section 3.4). For example, the Australian Energy Market
Operator (AEMO), a secondary data holder in the energy sector, will provide consumer energy usage
data that retailers do not have direct access to. The sectoral approach also does not readily
accommodate ‘government’ as its own sector. Further consideration should be given on how to
include complementary consumer data that does not relate to their activities in designated sectors,
including interactions with other data sharing initiatives like DATA 2022.

Future consideration of expansion should also include how to enable actions and payments. The
Future Directions Inquiry explored the current framework and found that it is not equipped for
introducing actions into CDR and made recommendations affirming that legislative changes will be
necessary.

This range of considerations demonstrates that a more flexible and agile designation process will
become increasingly valuable to optimise the CDR rollout. A new approach would likely better support
the implementation of action initiation and may be necessary in the context of introducing future
voluntary datasets.

Recommendation 1.1

In the short to medium term, the existing sector-by-sector approach can support the inclusion of
targeted datasets that enable cross-sectoral use cases. Further consideration should be given to
whether the sectoral approach for expansion is sufficiently flexible to support continued rollout
of the CDR, with particular consideration given to introducing action initiation and government-
held consumer data.
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Box 1.2 — Data Portability Coverage in the UK and New Zealand

Although the UK has one of the most mature open banking schemes operating globally, its
economy does not yet have an equivalent of Australia’s data portability scheme. Open banking
in the UK was the result of the Payment Services Regulations (PSRs), transposing the EU’s Second
Payment Services Directive (PSD2) in the UK and the Competition and Markets Authority’s Retail
Banking Order, which mandated participation for the nine largest UK banks. This scheme is
supported by several legislative instruments including the Data Protection Act 2018, which is the
UK’s implementation of the EU’s General Data Protection Regulation (GDPR). The UK’s Open
Banking scheme includes functionality that has not yet been incorporated in the Australian
scheme, in particular, customers being able to initiate payments via open banking — Australia has
focused on building the foundations for data sharing or ‘read access’ to date. While the UK
began with deeper functionality, it is only now introducing legislative changes to expand beyond
Open Banking through its ‘Smart Data Initiative’. This contrasts with the Australian approach,
which established a framework that encompasses a wider section of the economy with
substantial capacity to expand through the sectoral assessment and designation processes.

New Zealand’s data portability scheme, announced in July 2021, intends to follow a path similar
to Australia’s by establishing a statutory framework rolled out on a sector-by-sector basis that
can support the wide expansion of data portability across different markets, industries and
sectors.®” The implementation of New Zealand’s Consumer Data Right is intended to allow
consumers to consent to both read access data sharing and action initiation in the initial
designation process.® While the design is being finalised, the New Zealand Government is
expected to introduce a bill implementing a consumer data right to the New Zealand Parliament
in 2022.° Figure 1.1 provides an overview of selected international data portability initiatives.

Figure 1.1 — Snapshot of data portability internationally
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1.3 Narrower and targeted designations

The Review considers that a narrower approach to designation introduces greater focus and better
targeting of CDR use cases. It means that there is greater clarity on the coverage of datasets for
designated entities from the outset, and no requirement from data holders to potentially overhaul
systems for low-value CDR datasets or bespoke products. As discussed in section 1.2, the Strategic
Assessment endorsed a more targeted approach to designation, which informed the sectoral
assessment process currently underway for Open Finance. Taking a targeted approach will also ensure
that the most useful and valuable datasets are integrated into the CDR as matters of priority.

“The ABA notes the current approach of taking an ‘all in” approach to banking
datasets has been done without a clear evaluation on the benefits for consumers or
the value of those datasets as CDR data. For example, products used by mainly
institutional clients are within scope, which are unlikely to be used by those clients
nor retail consumers or small businesses.” — Australian Banking Association

The designation process is currently aimed at broadly capturing datasets and participants across a
candidate sector. A robust sectoral assessment is undertaken to consider the viability of a sector for
inclusion in the CDR. It identifies the consumer and product datasets, data holders, and other relevant
factors, which then underpins the creation of a designation instrument if the sector is considered a
viable addition. The designation instrument defines the broad classes of information and product
types, and the designated entities known to hold that data. The rules then narrow the requirements
around which datasets and products data sharing obligations will apply within the broad parameters
established by the designation instrument.

The Review acknowledges the implications of adopting narrower designations, which elevates the
need to ‘get it right’ the first time. The experience with rules revisions demonstrates that certain
insights may only be revealed by way of implementation, and so an element of flexibility is desirable to
ensure that a designation can appropriately support the innovation and use case outcomes the CDR is
designed to encourage.

A targeted designation requires a significant upfront depth of knowledge of sectoral data practices for
the assessment and runs the risk of missing product or consumer data classes (once enacted) that the
rules would normally address and capture. Any attempts to revise a designation will require a fresh
sectoral assessment process, which adds burden across the system for policymakers, regulators and
participants for what may be a minor but important amendment to meet the intended coverage of the
underpinning sectoral assessment.

6 Ministry of Business, Innovation and Employment, Consumer Data Right, November 2021,
https://www.mbie.govt.nz/business-and-employment/business/competition-regulation-and-
policy/consumer-data-right/

7 Minister of Commerce and Consumer Affairs, Media release; Govt agrees to establish a consumer data right,
July 2021, https://www.beehive.govt.nz/release/govt-agrees-establish-consumer-data-right

8 Ministry of Business, Innovation & Employment, Minute of Decision: Establishing a Consumer Data Right, July
2021, https://www.mbie.govt.nz/dmsdocument/15539-establishing-a-consumer-data-right-minute-of-
decision-proactiverelease-pdf

9 Ministry of Business, Innovation and Employment, Consumer Data Right, November 2021,
https://www.mbie.govt.nz/business-and-employment/business/competition-regulation-and-
policy/consumer-data-right/
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In this scenario, revisiting a designation is administratively cumbersome and will likely require an
additional sectoral assessment process to revisit the same designated datasets. The requirements
around such assessments could be amended to allow a streamlined designation update if conducted
within a reasonable timeframe since the initial sectoral assessment. A streamlined process for
designation may also be useful in the context of future considerations to introduce voluntary datasets.

Recommendation 1.2

A streamlined mechanism to update a designation instrument for technical/minor considerations
should be introduced if relevant details arise after designation. Any such mechanism should not
replace the need for a full sectoral assessment for genuine system expansions.

From a data holder’s perspective, the impact of a narrow versus a broad designation is significant in
either scenario, so there may be occasions where a broader designation is preferred. Data holders will
likely need to centralise data systems and initiate an internal technological infrastructure overhaul to
meet the requirements of the CDR. The initial outlay to comply with a narrower designation may, in
some cases, be similar or even identical to a more comprehensive designation, which would also
introduce more datasets and opportunities for innovation. While this will inevitably vary across data
holders, some industry practices may mean that the types and range of legacy systems look similar
and would support a broader designation, particularly as businesses are already initiating digital
transformation programs.

1.4 Consideration of privacy issues in the designation process

Many participants’ submissions to the Review highlighted the importance of privacy to the success of
the CDR and generally supported maintaining high privacy standards. The role of the Information
Commissioner is crucial in this respect.

Currently the Act provides that, before designating a sector, the Minister must consider the privacy or
confidentiality of consumers’ information, as well as factors including (but not limited to) the interests
of consumers, competition outcomes and, opportunities for data-driven innovation. In addition to a
thorough sectoral assessment needing to be undertaken, which includes consulting with the
Information Commissioner to gauge this, the Minister must write to the Information Commissioner
directly to seek views on the likely effect of designating a sector on the privacy and confidentiality of
consumers’ information.

This process ensures privacy is included by design right from the beginning. In its submission the
Financial Rights Legal Centre suggested the Privacy Impact Assessment (PIA) should be embedded and
implemented at an earlier stage in the process to influence the outcome. Whilst the Review
acknowledges this recommendation, the review notes the PIA is informed by the consultation process
which includes the Information Commissioner’s assessment, and it is the timing of this assessment
into the consultation process that is crucial rather than the timing of the PIA. The Review has
identified an apparent lack of clarity in the legislation on when the assessment from the Information
Commissioner must be provided to the Minister. For any advice to be well considered and capable of
influencing the scope of the Minister’s designation, it must come earlier in the process, before the
finalisation of the sectoral assessment report.
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Consideration should be given to ensuring the Information Commissioner’s assessment is provided as
part of the sectoral assessment and designation processes. Failure to do so may diminish the role of
privacy and the ability to appropriately balance advice on the privacy impacts and other objectives,
such as consumer benefit, competition and innovation.

Additionally, these processes should be reviewed over time to ensure they are continually fit-for-
purpose and recalibrated as required. Once the system reaches a level of maturity, consideration
could be given to streamlining these processes.

Recommendation 1.3

To ensure that privacy is properly factored into the designation design, it is recommended that
the Information Commissioner’s assessment on privacy and confidentiality is considered as part
of the sectoral assessment report.

1.5 Complexity of engagement with multiple CDR processes

There is a view by many CDR participants that the assessment, designation, rule-making and standard-
setting requirements are time-consuming, duplicative and expensive. Making enhancements or
updates to the CDR requires consultation or stakeholder engagement on:

. Amendments to the Competition and Consumer Act 2010
. Sectoral assessment processes

. Sectoral designation instruments

. Changes to foundational CDR rules

. Changes to CDR rules for specific sectors

. Changes to CDR data standards or guidelines

i Privacy Impact Assessments

. Changes to the Register and Accreditation Application Platform (RAAP), and
. Introduction of regulatory guidance.

These consultations may be separately run by Treasury, the ACCC, the OAIC or the Data Standards
Body, and may require different processes and timelines.

A number of participants spoke of the difficulty of participating in these processes with concurrent
consultations with multiple regulators requiring deep technical knowledge and expertise to
meaningfully contribute and resolve issues. These requirements mean that businesses must devote
resources to regulatory compliance and provision of advice rather than product development and
innovation, with a resulting opportunity cost. This sentiment was shared by both large and small
participants, who suggested it was difficult to see the forest for the trees when they cannot
adequately devote time to meeting compliance obligations and considering commercial opportunities.
Consumer and privacy groups also highlighted the significant burden of consultation as being a barrier
to adequately representing consumer perspectives in the scheme.
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“While consumer groups have been actively engaged in CDR over a number of
years, the burden placed on consumer groups during consultation is extensive
and excessive.” — Consumer Policy Research Centre

This opportunity cost can more easily be borne by larger participants with the ability to commit
resources to policy engagement and compliance in a competitive market. Many smaller participants,
however, will find it increasingly difficult to contribute to policy development and ensure compliance
with the CDR. The review heard this may result in some data holders considering merging with other
data holders to pool resources and expertise as a viable option to avoid dropping out of the market
entirely or risk being overtaken by a larger participant. In any scenario, this has the potential to reduce
the level of competition in the market, which is contrary to the policy objectives of the CDR.

“there is a risk that the CDR could be used to further expand the consumer
market share of the major retailers, enabling them to further dominate the
market, as they have the means and ability to join as a [data recipient],
alongside their [data holder] obligation, and invest in CDR opportunities. With
high barriers to entry it makes it challenging for smaller retailers to gain the
benefits of participating in the COR” — EY

Smaller participants find it difficult to fully participate in the various consultation processes involved in
the rollout of the CDR. Without the capacity and resources to dedicate to multiple consultation
processes and tight submission deadlines, smaller participants may become disenfranchised, leaving
the CDR to be steered by larger players. This could disadvantage smaller players by leaving them
unable to advocate for their interests and may harm consumers who lose access to the innovative CDR
products offered by smaller players should they exit the market.

Finding 1.2

In developing the CDR, multiple agencies are seeking regular feedback from a wide range of
stakeholders. CDR participants, particularly smaller ones, have found it difficult to engage with
these successive consultation processes. Consultation is important to successfully implement the
CDR, however, the extent and scope of consultation are barriers particularly for smaller
participants and consumer groups. Without better coordination or consideration of ways to
lessen the consultation load, there may be adverse competition outcomes that are contrary to
the policy objectives of the CDR.

Though industry submissions raised some clear issues with the current approach to consultation,
there are also potential benefits from maintaining aspects of the status quo. For instance, having
separate processes allows each topic to be considered in sufficient detail, prevents progress across
the entire initiative being delayed due to complications in distinct streams of work, and allows
stakeholders who are only interested in specific aspects of the CDR to determine what is and is not
most relevant to them.

There were also suggestions that any updates to rules and standards be signposted well in advance,
with the Australian Banking Association (ABA) recommending that they be updated in predictable
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intervals that allowed for sufficient time to “consult, comply, and integrate to the software
management and oversight processes”. These intervals, it was proposed during consultations, should
correspond to business cycles for IT projects, such as 6 months intervals between changes or as
required. This is not an unreasonable request from participants.

A first step towards achieving greater coordination of consultation processes includes publishing a
unified consultation schedule for all CDR agencies, and ensuring adequate time on submission
deadlines for consultation. The Government should consider appropriate timing for releasing rules and
standards to provide participants the maximum allowable time to undertake the required changes and
reduce the risk that deadlines will be missed.

Recommendation 1.4

To provide greater clarity and certainty to all participants, the Government, with CDR agencies,
should provide greater transparency on CDR consultation processes and a timeline that outlines
expected future developments.

1.6 Direct-to-consumer data sharing

Direct-to-consumer data sharing is a key part of CDR objects and has totemic significance. In the
initial formulation of the CDR,* the scheme was conceived not only as a competition policy, but
also as a means to provide consumers with access to their own data held by organisations. The CDR
rules do not currently oblige the sharing of data directly from data holders to consumers, with the
obligation effectively turned off within the commencement timeline for the banking sector, and not
applying in the energy sector. The Review has considered some of the risks and opportunities
associated with direct-to-consumer data sharing and whether the objectives of the Act remain
fit-for-purpose in this regard.

Two perspectives emerged through the Review’s consultations. The first is best represented in
submissions from the Financial Rights Legal Centre and the Consumer Policy Research Centre, which
raised concerns that s56AA(a)(i), stipulating consumers can disclose data “to themselves for use as
they see fit”, has yet to be fulfilled. This perspective asserts that consumer benefit and empowerment
would not be realised in the CDR until consumers can directly access and interrogate their data from
data holders, rather than through a third party.

The second and more commonly held perspective came from many CDR participants who identified
risks of direct-to-consumer data sharing in a machine-readable form, citing the dangers of frictionless
data transfer. Once CDR data leaves the protection of the CDR system, the data conceivably becomes
vulnerable to exploitation or misuse. Unscrupulous actors may direct a consumer to request their data
in machine-readable form to be forwarded, allowing for the circumnavigation of protections within
CDR and for that data to be used, shared, and altered in any way without the consumer’s consent.
While it could bring about a potentially safer alternative to screen-scraping — by allowing individuals to
request and share their data without giving up password information to third parties — it would also
reduce the incentive to become an ADR and invest in creating CDR-powered products. Why would a

10 Productivity Commission, Data Availability and Use — Productivity Commission Inquiry Report, No. 82, March
2017, https://www.pc.gov.au/inquiries/completed/data-access/report/data-access.pdf
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prospective participant go through the process of becoming an ADR when it would be far simpler to
build an application to process consumer-provided data outside CDR protections?

Submissions to the Review largely focused on whether it was appropriate to pursue direct-to-
consumer data sharing at this stage of the CDR rollout and emphasised that the existing CDR
legislation can already support these data sharing opportunities. Few submissions were able to
suggest a use case for direct-to-consumer data in a machine-readable form. CDR data, of itself, is
unlikely to be useful without the addition of third party products or services. Although there could be
a small subset of consumers with the technical expertise to make use of their own CDR data in
machine-readable form, the vast majority of consumers would either be unable to do so and unlikely
to have desire to do so.

“The key issue with direct to consumer data access is not whether the
framework should, and could safely, facilitate this kind of access but rather the
timing and extent to which this should occur across designated sectors given
the current barriers to entry that exist for participation as an ADR... We consider
that these issues need to be addressed before direct to consumer access is
contemplated, otherwise this will exacerbate the issues with participation in
CDR by incentivising businesses to obtain indirect access to machine-readable
data via consumers to avoid CDR obligations.” — TrueLayer

“In our view, imposing [direct to consumer data sharing] obligations is not yet
timely... given the complexity of the CDR ecosystem and the importance of ensuring
data is handled safely and securely, it is essential to first establish that the current
system is functioning as intended. The roll out of CDR needs to be a step-by-step
secure process.” — Scientia Professor Ross P Buckley & Dr. Natalia Jevglevskaja,
University of New South Wales

It is easy to see how direct access to consumer data could result in consumer harm. Under current
settings, it is not clear how the CDR could be altered to restrain data-disclosed consumers without
fundamentally undermining consumers’ freedom to hold and use their own data. Further expansion of
direct-to-consumer data sharing must be underpinned by a comprehensive liability framework, which
does not currently exist and would likely be administratively complex. In any scenario considering
disclosures to unaccredited parties, CDR settings should ensure that consumer risks are reduced by
either limiting the eligible recipients or requiring that the data disclosed meet a specific, limited
purpose — as is the case with trusted advisors (see also section 3.2).
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A number of submissions also noted that, outside the CDR, consumers are increasingly offered
personal data from data holders in banking, energy, telecommunications sectors and other non-CDR
spheres like social media.!* Opportunities, however, vary between sectors. For instance, as noted in
Origin Energy’s submission, customers with smart meters can log into their energy companies’ web
portals to obtain energy consumption data and in-home energy displays can be installed allowing for
the real-time viewing of usage, or alternatively they can directly request information from energy
companies. These provide some avenues for consumers beyond what can be offered under the CDR,
at least in the short to medium term. In the longer term, as recommended in the recent Strategic
Assessment of the CDR, it is worth considering how these existing data sharing opportunities could be
integrated with the CDR to offer consumers access to relevant data in a potentially more standardised
form than currently available.

The Review acknowledges both main perspectives on the treatment of direct-to-consumer data
access. It also recognises the potential self-interest inherent in the cohort of data holders and
recipients advocating for restricting direct-to-consumer data access. While different consumer cohorts
will have different risk profiles, at the time of this Review, data literacy across the broad community is
still relatively low, lending weight to warnings of adverse outcomes for consumers if direct-to-
consumer data sharing is enabled too early.

The statutory settings themselves are fit-for-purpose in facilitating direct-to-consumer data transfers,
and there is a built-in capacity to enable direct-to-consumer functionality through the rules. The
current priority should be to continue building maturity in the system, which may lead to a change in
the risks associated with direct-to-consumer data disclosures. For example, as the system matures,
the incentives for participating outside the CDR may diminish. A more mature system may also build
stronger consumer representation and greater data literacy, which, together, may decrease the risk of
consumer harm. Given these risks will change as the CDR matures, direct-to-consumer data sharing is
likely to become a valuable feature of the CDR in the future. Until that point, it is in the interest of
consumers that this function remain disabled.

Finding 1.3

Submissions recognised the risks associated with enabling direct-to-consumer data sharing
under the CDR, particularly at this point in time. While many submissions supported this form of
sharing in principle, few were able to offer examples of tangible consumer benefits that could
justify enabling sharing in the presence of these risks. The Review finds that the statutory
framework may require further consideration in the future if direct-to-consumer data sharing is
to be enabled, particularly in relation to liability for loss. As the CDR matures, the risks associated
with direct-to-consumer data sharing may decrease, at which point enabling data transfers
should be reconsidered.

11 Australian Banking Association, Cuscal, Comms Alliance, FDATA ANZ, Internet Association of Australia.
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1.7 Clear measures of success provide certainty and direction
for participants

Many submissions'? to the Review noted that the success of the CDR to date has been difficult to
gauge due to the lack of visibility of public success measures for the CDR as a whole. Without public
visibility of success measures, uncertainty could erode the trust between CDR agencies and
participants in the CDR ecosystem.

“Metrics need to be established and tracked to assess the actual benefit that

the CDR is delivering in terms of practical outcomes for consumers. The focus

currently on the number of parties accredited is not a success metric of CDR”
— Consumer Action Law Centre

Currently, the CDR website offers up-to-date metrics on performance in the system, showing the
service availability of data holders, average response times and number of data holder brands. For
example, for the period of 1 June 2022 to 30 June 2022, the data holders’ average service availability
(the percentage of time data holders’ systems were able to service data requests) was 97.1 per cent.3
This is a starting point for participants and the public, however, it could be improved with additional
data relevant to the growth of the ecosystem. For example, in the UK, the Open Banking
Implementation Entity (OBIE) provides details on wide-ranging success measures through its Open
Banking Impact Report — the most recent edition of which (June 2022) includes statistics on the
growing use of Open Banking services, the number of payments made via Open Banking, how
customers are engaging with Open Banking, and customer feedback on savings through Open
Banking.**

One success measure raised by the Inquiry into the Future Directions for the Consumer Data Right
(Future Directions Inquiry) was the degree to which screen scraping is used relative to the CDR. The
consultation process revealed that there is still significant use of screen scraping in sectors both within
and outside the CDR. A submission from Digital Service Providers Australia and New Zealand noted
that some of their members reverted to screen scraping because of data quality issues in the CDR.
Becoming more aware of the use and prevalence of screen scraping could inform how the evolution of
the CDR should both address the needs of those that use screen scraping and encourage adopting
CDR given its significantly better privacy and security.

It is important to also overlay any success measures with a visible timeline for the CDR (see
Recommendation 1.4). Greater visibility of success measures and system objectives will provide
increased confidence and assurance to participants who have made significant investment to date
either as data holders or ADRs, and reinforce with participants that success in the CDR will not be
achieved overnight.

12 Australian Communications Consumer Action Network, Consumer Action Law Centre, Consumer Policy
Research Centre, FDATA ANZ Financial Rights Legal Centre, Internet Association of Australia, Telstra.

13 Consumer Data Right, Performance https://www.cdr.gov.au/performance.

14 Open Banking UK, The Open Banking Impact Report, June 2022, https://openbanking.foleon.com/live-
publications/the-open-banking-impact-report-june-2022/
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Recommendation 1.5

Greater visibility of success measures and system objectives will provide increased confidence
and assurance to participants. Success measures should incorporate measures of system health
and meaningful outcomes for consumers.

Improving the visibility of success measures may further help to resolve data quality issues (see also
section 2.1) by highlighting deficiencies in direct compliance efforts, thus building a level of public
transparency and better performance. In early 2022, the DSB opened for public consultation a
proposal to capture further metrics directly from ADRs on the performance of Data Holders via an
API.2> Whilst the proposal closed with no decision taken, it reflects there has been thinking undertaken
and there is a desire to capture measurable metrics, which if implemented effectively could assist
regulators and participants to identify data quality issues. Care should be taken not to create
unnecessary burdens on participants in developing the measures.

There is significant effort currently underway within CDR agencies to expand the visible success
measures of the scheme. The continued focus on this important work is strongly encouraged.

1.8 Part One — Conclusion

The CDR objects remain fit-for-purpose in the medium term and have broad support among system
participants. During the implementation phase, priority has been appropriately given to safety,
security and privacy safeguards, which have built trust in the system. As implementation continues,
and consumer participation and confidence in the system grows, the relative weighting of CDR
objectives may need to be adjusted, with greater focus assigned to creating more consumer choice,
promoting innovation and increasing competition to promote the public interest.

15 Decision Proposal 240 — ADR Metrics, February 2022,
https://github.com/ConsumerDataStandardsAustralia/standards/issues/240
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Part Two: Implementation and lessons learnt

The CDR has developed significantly since its establishment in 2019 and the initial rollout to the
banking sector. As of 26 July 2022, 114 data holder brands are now live in the CDR system, with 76
designated data holders and an additional 38 brands. The number of ADRs has also been steadily
growing, with 32 ADRs, 20 of which are active. This represents a market share of more than 99 per
cent of Australian household deposits being covered by CDR data-sharing.

Part Two of the Report considers feedback on the development and functioning of the CDR to date
and the lessons that should be gleaned to inform future rollout, including governance structure, speed
of expansion, the level of system complexity and the accreditation process.

The CDR has expanded and developed since its launch, most notably with the designation of additional
sectors (energy and telecommunications), and the ongoing assessment of Open Finance. Along with
increasing the coverage of CDR data, there have been continuous developments in the rules and
standards to support the expansion of the system, as well as improvements in the functioning of the
framework in existing sectors. There have now been four version updates of the rules, while the
standards have received rolling updates, with 10 maintenance cycles completed in addition to a
number of narrower updates from Decision Proposals.

The CDR framework provides a foundation that has the potential to support economy-wide digital
transformation and deliver significant consumer benefit. However, this Review’s consultations have
found that the system is not yet at a point where these benefits are being delivered. Part Two of this
Report considers a number of concerns related to the implementation of the CDR to date and what
lessons could be considered in relation to the statutory framework. These concerns include, but are
not limited to, the quality of CDR data, the level of coordination between CDR agencies, the
accreditation process, the lack of consumer awareness of the CDR, the uptake of CDR products, and
some potentially adverse competition outcomes from the CDR rollout. Many stakeholders informed
the Review that some of these concerns have directly prevented them from choosing to participate in
the CDR — stakeholders whose participation would otherwise create additional consumer value and
contribute to a vibrant CDR and digital ecosystem.

2.1 Data quality and screen scraping

Under CDR privacy safeguard 11, data holders and ADRs are required to take reasonable steps to
ensure that the CDR data is, having regard to the purpose for which it is held, accurate, up to date and
complete.'® The data put into the system should be of a quality that maintains consumer trust and
gives system participants confidence to invest in developing the innovative products and services that
compel consumers to move away from alternatives, such as screen scraping. A number of Review
participants spoke about issues of inconsistent data quality, with a number of ADRs suggesting that
product development has been held back by data range and quality issues. The Financial Data and
Technology Association (FDATA) noted that many of its “members regularly share concerns around
poor quality data, delays in data being received (in some cases up to 24 hours by major ADIs), missing
fields, erroneous data fields, garbled and inconsistent data”.

16 Chapter 11: Privacy Safeguard 11 — Quality of CDR Data, https://www.oaic.gov.au/consumer-data-right/cdr-
privacy-safeguard-guidelines/chapter-11-privacy-safeguard-11-quality-of-cdr-data
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Data quality issues won’t resolve overnight. It will take a concerted effort by all participants in the CDR
ecosystem to work collectively to resolve data quality issues as they arise. ADRs report feeling that the
onus is on them to resolve issues related to the quality of data they have received from data holders,
with little action taken by the data holders themselves. There is also the perception amongst ADRs
that there is limited follow-up enforcement action by the ACCC. While the ACCC has powers to
undertake enforcement actions, they have taken a facilitative approach to resolving data quality issues
to date. The Review also understands that a regulatory agency cannot reveal publicly who they are
investigating and intending to take enforcement action against, leading to some confusion around
when action is being undertaken.

“It is clear from various stakeholder workshops that many banks are failing to
meet the standards on data quality and it is often left to the data recipients to
identify and flag these issues. To date, we are not aware of any enforcement
action taken to date against data holders failing to meet the standards when it
comes to data quality.” — Finder

Finding 2.1

Data quality is limiting the wider adoption of the CDR. Addressing it as a priority, including
through enforcement actions when necessary, will increase participant confidence in the CDR,
leading to the development of new CDR products that benefit consumers and decrease reliance
on risky practises like screen scraping.

While the CDR provides a safe alternative to screen scraping (also known as Digital Data Capture or
DDC), submissions noted a number of reasons why businesses have continued to use screen scraping
despite the possibility of receiving data through the CDR.

“When considering the ease and lower cost of implementation of DDC when
compared to CDR processes, it is not surprising that the majority of financial
services organisations continue to use DDC” — illion

“DSPANZ has heard specific feedback from our members on the quality of Open
Banking data. Some members have reverted back to screen scraping methods
(where they do not have access to direct bank feeds) due to the quality of the data”
— Digital Service Providers Australia New Zealand (DSPANZ)

Many fintechs informed the Review that, until these issues are addressed, they will have little choice
but to rely on screen scraping to support their use cases.

Once the data provided under CDR becomes comparable to that collected via screen scraping, most
participants are willing to move fully to the CDR. Until that occurs, poor data quality will limit potential
uses cases and continue to dissuade many from joining the CDR, even though they concede it is a
superior data sharing system.
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“illion’s conclusion is that CDR is technically a far superior solution to the Digital
Data Capture mechanisms currently used in financial services” — illion

In its submission, Verifier recommended a sunset on screen scraping. The Government should
consider this recommendation and provide an indication to industry of the intention to move away
from screen scraping. Signalling the intention to prohibit screen scraping will provide participants with
greater certainty and provide an incentive to direct resources into complying with CDR requirements
rather than maintaining screen scraping capabilities. The Government could incentivise industry by
clearly signalling when and how this prohibition will come into effect, providing them with certainty
and adequate time to transition.

Consideration of prohibiting screen scaping should take account of the difficulty that small businesses
experience in participating in the CDR, as well as the context of the Future Directions Inquiry, which
previously proposed prohibiting it for payment initiation.’

Recommendation 2.1

Screen scraping should be banned in the near future in sectors where the CDR is a viable
alternative. Importantly, the Government should clearly signal when and how the
implementation of the ban would take effect. This would provide certainty and adequate time for
businesses to transition, along with stronger incentives to invest in moving to the CDR.

2.2 Accreditation and compliance tools

Issues related to conformance testing, accreditation processes and compliance tools were raised
throughout the Review. Stakeholder comments ranged from identifying potential conflicts of roles in
these processes to unmet expectations about what these accreditation processes mean for data
quality in the CDR system.

Some stakeholders implied there was a perceived conflict in the ACCC’s responsibility for CDR
accreditation, operations and compliance enforcement; in other words, being responsible for
onboarding new participants into the system makes it difficult to then undertake enforcement
activities. Participants raised concerns that any engagement could later be used as evidence of
non-compliance. In its submission, the ACCC also discussed separating these operational and
enforcement roles.

While this is an understandable concern, there would be risks associated with possible conflicting
interpretations of rules if accreditation and operations were separated from the body enforcing the
rules and it is difficult to see where else the accreditation and operations responsibilities should go
within in the existing governance of the CDR, if not the ACCC (see also section 2.3). While these
functions are maintained by the ACCC, it will be important to address these concerns (real or
perceived) to give industry confidence they can work in collaboration with the ACCC to address issues
as they arise. To this end, it is encouraging to see the ACCC’s public willingness to take action when

17 Recommendation 5.17 of the final report of the Inquiry into Future Directions for the Consumer Data
Right, December 2020, https://treasury.gov.au/publication/inquiry-future-directions-consumer-data-
right-final-report
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data holders fail to meet their CDR obligations,® as was recently observed in the issue of the
infringement notice against the Bank of Queensland.*®

Despite passing the Conformance Test Suite (CTS) (see Box 2.1), ADRs were also consistently
concerned about the quality of data received through the system and noted that data holders
routinely provided poor quality, non-conforming data. The Review notes that the CTS does not test
the data quality of data holders. Before being ‘activated’ in the register by the ACCC to begin data
sharing, both ADRs and data holders are required by the ACCC to complete testing of their systems
and successfully complete testing against the CTS. Understandably however, data holders see
compliance with the CTS as evidence of their provision of quality data. This often leaves ADRs feeling
that they bear the burden of determining data defects, raising issues with the ACCC and ultimately
working with data holders to correct data quality issues.

Box 2.1 — What is the Conformance Test Suite?

As part of the onboarding process, the ACCC operates a Conformance Test Suite, or CTS, whose
purpose is to test if participants (data holders and ADRs) can conform with the Consumer Data
Standards (CDS) in a secure environment without exposing consumer data or interacting with live
products/data. Participants must pass the CTS before they receive an active status on the CDR
Public Register.

The CTS is designed to test how a participant’s software interacts within the CDR ecosystem, give
consumers confidence that participants can enter the CDR ecosystem without disruption, and
demonstrate participants are capable of conforming with the CDS and the Register design.
Participants must pass the CTS to become accredited as active by the ACCC.

Although there was generally positive feedback about the accreditation and onboarding process, there
is still confusion among participants about the purpose of the CTS, despite the ACCC providing
guidance on this. Participants appear to believe that, once an applicant has passed the CTS, the ACCC
has effectively given them a ‘clean bill of health’ to participate in the CDR. The CTS, however, only
tests whether participants conform with the standards and register design and meet their obligations,
not whether the data provided is of adequate quality.

“Unfortunately the Conformance Testing that is performed to validate whether a Data
Holder has met their obligations, does not test the quality of the financial data. As a
result, nobody can confidently measure the quality of the data, nor guarantee that the
data that is supplied via the Open Banking APIs is complete” — Basiq

18 Ms Gina Cass-Gottlieb speaking at the AFR Banking Summit 2022, https://www.accc.gov.au/speech/acccs-
priorities-and-approach-to-regulating-the-financial-services-sector

19 Bank of Queensland pays penalty for alleged breach of Consumer Data Right Rule,
https://www.accc.gov.au/media-release/bank-of-queensland-pays-penalty-for-alleged-breach-of-consumer-
data-right-rules
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Future consideration should be given to the service the ACCC offers in this space. Although it is
understandable that participants would look to government in the formative stages of the CDR, the
system would be better served by more comprehensive service offerings in the marketplace. It is
noted several participants already offer testing solutions of some form, either in combination with
their other offerings as turnkey solutions or as an individual product. This said, it's important to
maintain that the Government remains the ultimate arbiter of regulatory compliance and that any
market developed solutions assist participation but are not equivalent or a replacement for
government regulation. Regardless of whether participants are offered government or market
solutions to aid compliance and onboarding, the timing will be crucial to ensure they can be updated
and available once the rules and standards are finalised to allow participants to quickly build, test and
implement changes. This will rely on close coordination between CDR agencies, testing solutions
providers and participants, as well as on visibility of forward timelines to appropriately plan (see
section 2.3 for further information). The Government should regularly look to the market for solutions
where it is better placed to provide them.

Recommendation 2.2

Creating a trusted ecosystem that supports the development of a range of products will
encourage new market-driven innovation in the CDR. It is recommended that prospective
Accredited Data Recipients (ADRs) have the flexibility to choose who they undertake preliminary
systems testing with, including through an accredited private sector solution or the Australian
Competition and Consumer Commission (ACCC).

Submissions from both the Commonwealth Bank of Australia and EY supported the announcement of
a sandbox for ADRs to test their APIs and validate that these APIs function as expected in a realistic
environment. In a submission from FDATA it was noted that the UK also experienced data quality
issues, which were substantially improved after the development of a “dedicated testing function and
sandbox for API validation and testing”. The implementation of this sandbox will be an important
addition to existing resources for those seeking to become accredited under the CDR, and will offer
participants further opportunity to resolve data quality issues beyond the CTS. There is also an
opportunity here for the market to provide solutions for participants.
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2.3 The role for an implementation body

The CDR has been operating since 2019 and has attracted feedback and suggestions on how
implementation could or should have been approached differently. It is important in these discussions
to maintain awareness of the system’s context as a world-leading initiative, in terms of both depth and
scope. Australia’s CDR is an internationally unprecedented framework that supports broad
multi-sector data sharing, with no set formula and few examples to learn from. The CDR has an
ambitious vision and, to ensure its success, we must consider the lessons from its implementation to
date.

Feedback from participants has indicated that implementing systems and engaging with the CDR and
its administrators has been difficult and complex. While most were generally complimentary about
their experience with individual regulators, many also spoke of the burden of dealing with multiple
regulators, each with their own objectives, and a perception they were not well coordinated across
government and lacking appropriate tools to support participants.

This Review’s consultations revealed a common experience of participants being referred back and
forth between regulators, without receiving clear solutions and resulting in a perceived lack of
ownership. This highlights the complexity of the CDR’s governance structure and the roles and
responsibilities of the CDR agencies and the Minister, for further information see Appendix C. The
Review supports implementing a ‘no wrong door’ approach to interactions including for consumers
(see section 3.7), which will require improving coordination and clarifying role and responsibilities
between CDR agencies.

“While engaging on important CDR issues, the AEC has sometimes found it unclear
what body or organisation was the responsible decision maker and there appeared
to be administrative confusion between the respective bodies over who held
responsibility for which roles. At times, this has had reduced the quality of
consultation and made it difficult for data holders to receive the guidance they
need on grey areas in the CDR ecosystem.” — Australian Energy Council submission

Participants often cited the absence of a centralised implementation entity or market operator, such
as the OBIE in the UK, to address these concerns. The OBIE was established to implement Open
Banking in the UK as part of a multi-agency governance framework, with the key organisations being:

. the Competition & Markets Authority (CMA) which has responsibility for the obligations under
the CMA Order and oversight the OBIE,

. the Financial Conduct Authority which authorises, regulates and supervises Open Banking and
payment firms,

. the Payment Systems Regulator which is the economic regulator for payment systems, and
. HM Treasury which has responsibility for overarching financial policy.

This model offered participants (business operators using open banking as well as consumers using
products and services supported by open banking) a clearer ‘front door’ for interaction with the UK
Open Banking scheme and participation in it.
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Box 2.2 — UK’s Open Banking Implementation Entity (OBIE)

The OBIE was established in 2016 in the Competition & Markets Authority (CMA) order, which
also required the nine largest banks (covering 90 per cent of the market) to fund the entities’
implementation activities, including constructing the infrastructure and services underlying Open
Banking, providing guidance and monitoring the rollout of Open Banking, and promoting the
adoption of Open Banking. This body still receives government oversight through the CMA. As
the implementation activities set out in the CMA order are close to completion, a Joint
Regulatory Oversight Committee has recently been announced to oversee the development of
Open Banking beyond the scope of the CMA Order and advise on how to transition from existing
governance arrangements to a future, long term regulatory framework for Open Banking.

Many CDR participants questioned whether the current implementation and regulatory arrangements,
with multiple implementation agencies coordinated via the CDR Board, which is an advisory body,
remain fit-for-purpose as the CDR expands across multiple sectors of the economy. Envestnet

| Yodlee’s submission raised that “[c]onflicting opinions or gaps in knowledge abound” between CDR
agencies, and “areas where rules are made yet technical standards have been ignored or not thought
through in their entirety”.

Inspired by the OBIE, many advocated the creation of a dedicated entity to implement, operate and
maintain the CDR, act as repository of deep technical expertise in data and generate momentum to
take the CDR across the economy as the solution to this lack of coordination. Participants envisaged
that such an entity could maintain a single voice, advocate and educate around the system, as well as
understand the complexity of IT builds. The entity would conceivably have a better understanding of
the difficulty of constantly changing requirements and realistic timeframes informed by practical
realities rather than externally imposed deadlines. The view is this would also assist participants,
particularly smaller ones, who currently struggle to access and understand the information and lack
the capital and technical expertise needed to participate in the CDR.

“The governance of the CDR should be simplified and consolidated under a single
regulator with powers to set rules, technical standards, conduct accreditation,
registration and enforcement. Treasury should retain policy responsibility for CDR
and set the strategic direction.” — Australian Banking Association

The Review notes that the UK approach is also a multi-agency approach, the OBIE was time limited to
the implementation of data-sharing by nine entities, and was made possible through industry funding
in the UK by those nine major banks. The Review is conscious that participants and the government
have already expended significant resources in building the CDR ecosystem and submissions did not
offer solutions or proposals as to how such an entity would be resourced and funded in Australia. The
UK approach was also designed to support a single-sector rollout with deep functionality, and is not
readily transferable to supporting the policy objectives of the CDR as an economy-wide initiative. In
the Australian context, the addition of another body may inadvertently lead to further fragmentation
in the CDR ecosystem, particularly in any transition period, and would inevitably divert resources
across the system at the expense of system expansion and deepening of functionality.

The current arrangements attempt to distribute policy, rule-making and regulatory responsibilities to
the appropriate Government Ministers and agencies, balance technical and policy expertise with

36 | Part Two: Implementation and lessons learnt



Statutory Review of the Consumer Data Right

industry involvement and ownership while continuing to provide appropriate compliance oversight.
The Review does acknowledge CDR participant feedback that these arrangements have not always
worked effectively.

In the future as the CDR and other digital initiatives mature, implementation and regulatory
arrangements across initiatives should be revisited. However, in the short to medium term (up to five
years), priority should be given to working with and improving the existing CDR governance structures,
coordination and clarity between CDR agencies. Suggestions to this end include CDR agencies:

. Providing greater direction on future rollouts and timelines for key releases and consultation
processes, ensuring a coordinated and consistent approach is taken to limit overlap, and
maintaining a level of situational and environmental awareness to limit conflict with major dates
and events inside and outside the CDR,

. Clarifying the roles and responsibilities of CDR agencies with clear ownership of issues to ensure
participants are receiving consistent and clear messaging across all interactions, and
implementing a ‘no wrong door’ approach,

. Publishing more comprehensive information, such as schedules and timelines on the progress of
the scheme, and

. Having a coordinated and targeted communications and media approach, including websites,
newsletters and general email communications.

Recommendation 2.3

Changes to CDR governance should not be made now, however, improvements to coordination
within the existing CDR structures should be undertaken as a priority in the short to medium
term. CDR agencies should make it easier for participants and users to resolve issues and seek
advice, including by clarifying responsibility and ownership of issues, coordinating consultation
and system releases, and publishing comprehensive statistics on the progress of the CDR.

When looking beyond the short to medium term, CDR governance arrangements should be revisited
alongside that of other digital initiatives to ensure policy aims across the digital economy are met. For
CDR specifically, this includes ensuring that the system works horizontally across sectors with a high
degree of interoperability with other initiatives (e.g. PayTo, digital identity) and integrates effectively
with a wider global digital economy. The CDR governance structure would need to be well-positioned
to support a growing ecosystem by:

. Leading the vision of the economy-wide rollout of the CDR

. Providing a single source of truth for advice, guidance and resolution of issues
. Having the authority to make unilateral decisions, and

. Providing agile, customer-focussed service delivery.

“Whilst jurisdictions such as the United Kingdom and Brazil have established an
independent entity to oversee the deployment and ongoing operations of Open
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Banking, Australia’s fragmented and fractured approach has created further
misalignment, delays, assumptions and, in some cases, a false responsibility to
carry out the priorities of others to the detriment of the overall Right.” — FDATA

Since its inception, the CDR governance structure has not remained static, with changes made in 2021
to move some accountability and responsibility from the ACCC to Treasury to provide a more
streamlined and unified approach to development and implementation (see Appendix C). However, as
the system continues to evolve and expand, the roles and responsibilities (including service delivery,
regulatory functions, and technical standards) of the current structure should be revisited and lessons
learnt to ensure the best structure is in place to support the CDR going forward. This Review found no
clear consensus around a suggested governance model and, in the medium term, suggests further
consideration be given to what model best supports the CDR as it expands and integrates with the
wider digital economy.

2.4 Increasing awareness and engagement

Submissions raised issues with the implementation framework that might be addressed with
adjustments to the governance structure for the CDR. Most stakeholders noted that there is very little
consumer awareness of the CDR. One submission by Finder cited their Consumer Sentiment Tracker
survey, which suggests that, in May 2022, only 5 per cent of their sample could correctly identify what
the CDR is, down from 8 per cent in March 2021.2° Some submissions suggested that this lack of
awareness results in little consumer demand for new use cases of the CDR, reducing incentives to
produce new use cases.

“The CBA encourages the Government and the Regulators to support education for
consumers on the use and benefits of the CDR regime to increase engagement and
drive consumer benefits.” — Commonwealth Bank of Australia

“An increase in consumer participation and awareness can only be achieved
through planned educational and marketing programmes” — Cuscal

Increasing consumer awareness of the CDR has been discussed in previous review processes, including
submissions to the recent sectoral assessment of Open Finance, as well as in recommendations from
the Open Banking Review?! and the Future Directions Inquiry.?? This Review has found that the
assertion that education would drive consumer uptake of the CDR overstates its role in consumer
decision-making related to CDR-powered products. While understanding of the CDR may drive uptake
for consumers who closely follow technological developments, for the majority of consumers, uptake
will be determined by the new products and services on offer that can remove frictions from their
lives or benefit them in other ways. This does not disregard the need for consumer education and

20 Refer to https://www.finder.com.au/cst

21 Recommendation 6.4 of the final report of the Review into Open Banking, May 2018,
https://treasury.gov.au/consultation/c2018-t247313

22 Recommendation 7.8 of the final report of the Inquiry into the Future Directions for the Consumer Data
Right, December 2020, https.//treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-
final-report
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awareness; consumers should understand the risks of data sharing practises, whether that be CDR or
screen scraping.

“Community acceptance and use of the CDR regime will be boosted by timely
consumer education focused on the benefits of data sharing and how to mitigate
its risks and costs.” — Scientia Professor Ross P Buckley & Dr. Natalia Jevglevskaja,

University of New South Wales

Any consumer education efforts concerning the CDR, regardless of the message, will also need to
consider the target audience and adapt accordingly. Targeting small businesses will be especially
difficult given the diversity of the cohort. Small business owners listen to different voices within their
respective networks which makes cutting through difficult. Conventional government campaigns have
historically had difficulty achieving broad coverage amongst these smaller business operators.

Consumer education and technical understanding are unlikely to be the core drivers of consumer
adoption, and the focus should be on building the CDR brand as a trusted form of data sharing, a trust
mark of sorts, and to provide the warning signs of unsafe practices. To borrow Scott Farrell’s analogy
from the Future Directions Inquiry, if the CDR is the new highway for driving consumers to data quickly
and securely, then consumers are primarily interested in getting to their destinations safely and
quickly, rather than in the highway itself.

Further consideration will also need to be given to the education, guidance, promotion and
incentivisation of system adoption for existing and potential participants. The CDR highway isn’t yet
fully built, with some of it built in only one direction (that is, data sharing only in banking) or only
partially constructed (energy and telecommunications). The Government needs to ensure there is
enough awareness and understanding among those who will build the highway by demonstrating
the utility of the system, drawing them into the ecosystem and committing to the long term vision
of the CDR.

The Future Directions Inquiry addressed the concept of incentivisation for participation by
recommending the establishment of a grants program to support developers to build products to
benefit consumers.? Grants alongside other incentives were raised in submissions to both the Future
Directions Inquiry and this Review. The Review suggests that more effective incentives than grants
could be provided by other mechanisms such as challenge-based funding and sponsoring prizes. For
example, the OBIE-backed ‘Open Up 2020 Challenge’ (see Box 2.3) is an example of the role
incentivisation can play in promoting and encouraging innovation and the development of practical
use cases. Indeed, Australia has not been absent in this space, with the Department of Industry,
Science and Resources’ Business Research and Innovation Initiative, which offered similar incentives to
solving various policy challenges.

23 Recommendation 7.9 of the final report of the Inquiry into the Future Directions for the Consumer Data
Right, December 2020, https.//treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-
final-report
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Box 2.3 — The Open Up 2020 Challenge

The Open Up 2020 Challenge was the second open banking challenge offered in a partnership
between Nesta Challenges and the UK’s OBIE part of the UK’s world-leading open banking
agenda.?® This challenge, which offered a £1.5 million challenge prize to unlock the power of
open banking for UK consumers, was designed and timed to boost consumer awareness and
adoption of open banking-enabled products. It sought products and apps that use open banking
to help people better manage their money via more transparent, accessible and fair products.

Finalists were provided grants of £50,000 to further develop their solutions, with a bonus
£50,000 awarded to those demonstrating the clearest alignment with the financial inclusion goals
of the challenge. Winners of the challenge received a further £150,000 to finalise the
development of their solution. These solutions included a personal finance tool aiding in
mortgage applications (Mojo), an investing platform that included personalised savings
suggestions (Plum), a savings tool that supports savings contributions in the course of ordinary
spending activities (Moneybox) and a service for employers that allows employees to easily
manage their earned wages (Wagestream).

In the case of the CDR, a challenge sponsored by Government could be run in parallel to CDR
processes (e.g. during sectoral assessment) to generate and demonstrate use cases before
designation. Challenges could also be run in partnership with consumer advocacy groups to solve a
particular consumer problem where there are limited commercial financial incentives, for example,
addressing financial concerns for vulnerable consumers.

“EML also believes education is critical to the adoption & application of CDR.
EML would be in favor of the government providing incentives or grants to
encourage adoption by fintechs and to help stimulate the creation of
innovative use cases” — EML Payments

While education campaigns and guidance are part of the solution, to truly build awareness and drive
development of working innovative use cases, it is time for Government to explore initiatives that
incentivise industry participation.

Recommendation 2.4

To encourage and incentivise the development of innovative use cases, the Government should
look to support initiatives like the UK’s Open Up 2020 Challenge, which could target a use case
that drives social benefit that is not being developed by the market. Collaboration with consumer
advocacy groups should be considered to help identify relevant consumer challenges that could
be addressed by the CDR.

24 Open Up 2020, https://challenges.org/prizes/open-up-2020/#:~:text=What%20was%20the%200pen%20Up,
0f%200pen%20banking%2Denabled%20products.
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2.5 Balancing expansion with system maturity

The CDR’s rollout of data portability to date has provided wide coverage and the focus should now
turn to deepening the framework. While other data portability frameworks were able to achieve some
capabilities faster, none has achieved Australia’s breadth of coverage across sectors. For example, the
Open Banking scheme in the UK commenced a phased delivery in early 2018, which enabled payment
initiation in mid-2020. At the time of publishing, it has been two years since the first implementation
of the CDR in the banking sector and the scheme does not currently include action and payment
initiation. While the inclusion of payment initiation in Australia’s data portability scheme in the
banking sector will be later than in the UK, Australia has already implemented beyond banking and
made significant headway in expanding to energy and telecommunications, while the UK is grappling
with legislation required to expand its scheme beyond payments within banking and to other sectors.

See Figure 2.1 for a graphical representation of differences in participation between the UK and
Australia.®

Figure 2.1 - Growth in open banking

Open Banking providers, UK vs. Australia

B # of UK fintechs registered to provide account data services (since Jan 2018)
# of Australian ADRs (since July 2020)

# of UK Open Banking users (individuals and businesses); no comparable Australian data available
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The Review heard some concerns about the speed of rollout of the CDR. Stakeholders recognised the
importance of balancing expansion with the iterative process of developing a secure and useful
regulatory framework. While some stakeholders noted their appetite for receiving some CDR-enabled
products faster (such as those enabled through action initiation), others noted moving ahead quickly
with the scheme could leave some data holders already finding it difficult to meet compliance
requirements and consultation deadlines behind.

“...the continuing compliance pipeline of overlapping commencement dates has
reduced the capacity of many of our members to even consider becoming an
accredited data recipient.” — Customer Owned Banking Association

25 Figure 2.1 source Truelayer submission to the Statutory Review of the Consumer Data Right
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“Future assessment and designation should consider where the greatest benefit will
be realised. The current published focus is delivering a new sector/dataset per year
whereas deepening the functionality should be prioritised.” — EY

Finding a balance is a difficult task — the system cannot move at the pace of the slowest participant,
nor can it continue at a pace participants struggle to maintain. Consideration should be given to
finding a tempo that focuses on implementing what has been proposed to date, bedding down the
core CDR framework/rules/standards and allowing time for the system to mature before progressing
into further expansion. This does not mean stagnation or resting on our laurels. To become truly
economy-wide, the CDR should always look to the horizon for the next opportunity and be ready to
move with consideration of the overall ecosystem and greater digital economy, allowing for expansion
to new sectors or datasets with new rule changes made only as required.

Submissions to the Review illustrated a tension between the vision for a digital economy enhanced by
a wide rollout of the CDR, and deepening and improving of functionality of the CDR in already
designated sectors. Consultation revealed that the ambitions for an economy-wide CDR are
widespread and will result in greater value in the long run.

“We believe that sectors should take time to implement the current framework,
take time to gather learnings from an operational sector, ensure data sharing
models are operationally efficient and then gauge the extent to which additional
services or functionally is required under the scheme.” — Origin

This sentiment was also captured in the Strategic Assessment of the CDR, where stakeholders
reported that including multiple sectors increased the value of datasets through sectoral synergies.?®
Several stakeholders consulted through the Statutory Review of the CDR indicated that, without fully
completing one sector first, the rollout would not benefit from lessons learnt and could repeat the
same mistakes in relation to new sectors. There were also views among some stakeholders that
continuing to expand the CDR to new sectors could demand resources from the implementation
agencies at the expense of higher priority policy changes like deepening functionality, for example,
through action initiation. Balancing the breadth of datasets included under the CDR with the depth of
functionality will continue to be a challenge for the CDR.

Recommendation 2.5

The current pace of CDR rollout into new sectors has not allowed enough time for the system to
mature and capitalise on the lessons learnt. Focussing on improving CDR functionality and data
quality within already designated sectors should be prioritised, balanced with overall forward
momentum into new sectors over time.

26 Treasury, Strategic Assessment Outcomes Report, January 2022, https://treasury.gov.au/publication/p2022-
242997
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2.6 Cyber security

The Review generally did not hear many concerns from stakeholders about the cyber security settings
of the CDR. Where they were raised, security settings and requirements were generally discussed in
the context of the sum of compliance matters that accompanies the CDR, rather than any
observations as to the adequacy of the settings themselves. The Review acknowledges the role of the
DSB and the Data Standards Chair to form data standards for CDR data security and the regular
maintenance cycles performed in updating those standards. Although the CDR has these embedded
processes and standards, it is understood that a whole of ecosystem review has not been undertaken
on cyber security matters. As the CDR matures and expands across the economy to include new
sectors, data holders and entities, the likelihood of compatibility and cyber security issues arising
increases.

With the introduction of participants from the energy and telecommunications sectors, the Review
considers that it is timely to revisit cyber security settings across the CDR ecosystem. While not a
priority apparently raised by CDR participants, and with no known cyber breaches having occurred,
the Review considers that the cyber security settings of the CDR are a fundamental element to
ensuring the ability to, as well as viability of, delivering CDR-powered products and services.
Conducting a review at this earlier stage of implementation would ensure not only that the settings
remain appropriate to the operating environment, but also that they are resilient and can
accommodate new challenges brought on by connecting increasing numbers of historically distinct
data holders and data systems.

Recommendation 2.6

At this point in the CDR’s development, the Government should consider undertaking a whole of
ecosystem cyber security assessment to ensure that the CDR cyber security architecture
continues to be fit for purpose into the future.

2.7 Consent journey and consumer experience

It is also clear that the CDR is not yet fully optimised to meet consumers’ needs and experience.
Data standards and consent requirements have a direct impact on the consumer experience. In its
submission, Basig noted up to 11 screens could be presented to a consumer in the steps to link a
bank account to an ADR service (including pre-consent, consent, authentication and authorisation),
and flagged that this doesn’t include additional screens that may also be required for the bank
account login process (user registration, email verification, Know Your Customer (KYC) checks etc.)
to link to the service, to fully comply with regulatory requirements. Friction and high cognitive load
can cause consumers to disengage before they obtain any value — only the most committed persist.
At this stage in implementation, most participants focus on compliance and building trust and
confidence in the system.

Further attention and consideration should be given to ensuring the experience is intuitive for
consumers by designing the consent journey from a consumer perspective, for example, by allowing
bundled consents, which involves a single bundled request that contains several requests to collect,
use and disclose a consumer’s personal information, which could increase convenience for consumers.
However, this convenience potentially comes at a cost of apparent transparency and consumer
comprehension, as bundled consents inherently do not provide a consumer opportunity to choose

Part Two: Implementation and lessons learnt | 43



Statutory Review of the Consumer Data Right

which ones they consent to and which they do not. This is only one potential option and may only be
applicable in some circumstances. In any scenario, changes to the rules would be needed (see Part 4)
and care must be taken to ensure any changes do not undermine the consumer’s informed consent.

Concern around consumer requirements has also been heard from consumer advocates — a
submission from the Financial Rights Legal Centre (endorsed by the Consumer Action Law Centre and
supported by the Public Interest Advocacy Centre) suggests there is a risk that the CDR’s complexity
could undermine a genuine consent process, with a resultant risk that “CDR consent in this context
essentially falls back to the much maligned tick and flick settings that the CDR was meant to resolve”.

Unless further consideration is given to improving the consumer experience, consumers will become
fatigued in their interactions within the CDR ecosystem and drop out before obtaining value. This, in
turn, will reduce the adoption of CDR-powered products and increase the disincentive for participants
to invest in innovative products and services.

“If consumers have poor experiences in open banking, there is a risk to future
implementation across the economy. Consumer uptake will be essential to
economy-wide expansion. A core concern of our members is the friction of consent
being too great.” — FinTech Australia

“This flow appears designed to deliberately reduce the likelihood that a consumer
will take advantage of data sharing. As a result, some TCA members have been
reluctant to invest in developing services using CDR data” — Tech Council Australia

Furthermore, submissions to the Review noted the current disclosure and consent model of CDR is
inadequate to fully inform consumers of potential privacy risk, given the comprehensiveness of the
consent requirements.

“Therein lies the risk for consumers — that the complexity will lead to them to
choose not to engage with the consent system enough to truly know and
understand what they are consenting to.” — Financial Rights Legal Centre

Extensive consent requirements can perversely inhibit a consumer’s understanding of what they are
consenting to, and complicated consent processes can also deter consumers from engaging with CDR
products and services.

Finding 2.2

The consent process is central to CDR’s realisation of informed consumer decision making and
delivery of consumer benefits. Complex consent processes may limit participation in the CDR and
contribute to ‘consent fatigue’, which may undermine genuine consumer consent. As the CDR
evolves, the consent process should be monitored and adjusted to ensure benefits are realised,
and as the CDR expands to include actions and payments, further consideration should be given
to other consent models, such as bundling of consents.
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As the CDR continues to build momentum expanding in both functionality and sectors, it is expected
that many consumers will access the CDR via multiple applications provided by their service providers,
such as a bank or energy provider, a third party fintech, or a combination of both. It is easy to see how
the average consumer may lose track and become overwhelmed if managing multiple consents across
multiple applications and across various sectors that also differ in format. This has also been raised in
the Future Directions Inquiry, along with the joint submission by the Chartered Accountants Australia
and New Zealand, CPA Australia and the Institute of Public Accounts and a submission from FDATA
ANZ, and so consideration could be given to improving the long term experience of consumers in the
CDR ecosystem by providing a consolidated consumer dashboard to track and manage consents, with
appropriate consideration given to potential risks and burdens on participants.

2.8 Complexity of rules and standards

Many participants also noted that, aside from the consultation processes, the rules and standards had
also not been implemented in a way that was appropriate to their business needs. Stakeholders felt
that there was an assumption, upon release of rules and standards, that there were technical experts
waiting at their computers for the latest implementation updates. This experience was exacerbated by
concurrent consultations and updates to both rules and standards which made the CDR rollout a very
demanding process for stakeholders (see also section 1.5).

The complex and, according to one participant, “overly prescriptive” rules and standards may risk
participants finding it difficult to meet the requirements set out for all products and services. The ABA
noted in its submission “that regulation of the CDR should not be used to drive homogenous
outcomes in products and should instead encourage and enable data holders to innovate”. A
submission from EnergyAustralia noted the same was true of the energy sector. The Review heard
from participants concerned that the overly prescriptive standards may cause some data holders to
shift consumers from bespoke or niche products to standard offerings or, alternatively, may adjust
their products to fit the standards resulting in more homogenised offerings across the market, less
value for consumers and reduced competition in the marketplace.

Despite some of these complexities, it was exciting to hear participants speak with optimism about the
prospect of becoming an ADR and the introduction of action initiation as the “game changer”, which
also highlighted the point that benefits will be realised only at that point. To get to this point, the
system will need appropriate time to breathe and mature. The CDR is on the right path to providing
certainty to participants, which, in turn, gives them the time to transition from being solely focussed
on compliance to innovation and new product development.

“We acknowledge that the implementation of CDR to date has been driven largely
by compliance, and recognise that as the CDR matures and stabilises, the
development of more strategic customer value propositions will emerge” —
Commonwealth Bank of Australia
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Finding 2.3

The Review heard from participants that their experience in the CDR has been compliance
focussed to date. Concerns were raised by participants about complex and overly prescriptive
rules and standards that have prevented them from focusing on developing new products and
services. As the system develops and matures, including through the introduction of action
initiation, consideration should be given to ways that implementation can reduce the complexity
associated with rules and standards for participants.

2.9 Pathways for CDR participation

Submissions suggested that the compliance and liability settings for CDR accreditation and pathways
for participation did not readily incentivise prospective business participants.

“Excessive compliance and accreditation burdens within the CDR ecosystem are
having the perverse effect of encouraging more activity outside the CDR’s
boundaries, ultimately undermining consumer protection and privacy” — TrueLayer

Introducing tiered accreditation was recommended in the Future Directions Inquiry as one way to
reduce costs for prospective participants by offering alternatives to the demanding process of
becoming an unrestricted ADR.?” Additional access models were introduced to the CDR in version 3 of
the Rules, which provided several new pathways to participating in the CDR other than becoming an
ADR (with unrestricted accreditation), including the CDR representative model and sponsored
accreditation, as well as establishing a role for trusted advisers (see Figure 2.2).

27 Most notably Recommendations 6.12 and 6.13, but also 4.8, 5.7 and 6.4 of the Inquiry into the Future
Directions for the Consumer Data Right, December 2020, https://treasury.gov.au/publication/inquiry-future-
directions-consumer-data-right-final-report
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Figure 2.2 — Represents the data flow through the different access models
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While these pathways to participation have created more options for prospective CDR participants,
some have suggested that revision is needed for such pathways to be fit-for-purpose.

“Trying to gain accreditation or rely on another entity’s accreditation has become
an enormous task due to the liability framework and the different accreditation
models have not made a large difference” — Envestnet | Yodlee

The representative model, where a CDR Principal takes on the liability for a CDR representative, has
the potential to expand the number of products and services powered by the CDR. This has been
borne out in experience, where there are now almost as many CDR representatives as there are ADRs
in the CDR ecosystem. However, this model also introduces risks to CDR Principals that may have
adverse effects on the CDR ecosystem. A submission from illion suggested that large firms will be
unwilling to “take on a large number of representatives due to the liability risk of non-compliance, as
well as the reputational risk it places on their other business”, potentially encouraging higher risk
thresholds and tolerances from Principals sponsoring representatives.
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Introducing the representative model to the CDR ecosystem is a step forward, and while liability
concerns may be justified, it is not clear whether there are alternatives that would do significantly
better. The affiliate/sponsorship ADR model has a joint liability model where both a sponsoring ADR
and the affiliate ADR are both liable for consumer data requests made by the sponsoring ADR. In
comparison to the representative model, while few submissions noted the affiliate/sponsorship
model, illion’s submission noted that some non-bank lenders are actively choosing not to engage in
this model (or unrestricted accreditation).?® The submission noted many are avoiding this model as it
would require them to meet reciprocal data holder obligations, so as an alternative are looking to
engage through the representative model. However, to date no non-bank lenders have become CDR
representatives. This suggests that other factors besides reciprocal data holder obligations are
impeding non-banking lenders from participating in the CDR.

Noting the recent implementation of the representative (17 November 2021) and sponsored

(1 February 2022) accreditation models, the Review suggests time be given to allow for current and
potential participants to become accustomed to these avenues for participation before exploring
alternatives. If a particular model has low uptake (e.g. sponsored accreditation), further exploration to
understand why it is not being used would be warranted. Liability settings should be at front of mind
when considering participation models so as not to inadvertently encourage risky behaviour.

Finding 2.4

The introduction of new access pathways, such as the representative and sponsor-affiliate model,
has increased available avenues for participation in the CDR. Government should monitor
participation and uptake to ensure settings remain appropriate. If a particular model or pathway
has low uptake, further exploration should be done to understand why it is not being used and to
affirm that liability settings are meeting desired policy outcomes.

A further concern was voiced in relation to the lack of recognition of the role of ‘intermediaries’ in the
accreditation structure.

“Cuscal believes that to foster trust in the CDR ecosystem it is critical that CDR
intermediaries are recognised, and separately accredited to enable new products
and services under the regulatory umbrella of CDR.” — Cuscal

“The designation of CDR intermediaries is a crucial aspect of growing the CDR
ecosystem.... This new segment of CDR participants is not currently recognised
under the CDR rules.” — FDATA

In this context, the Review is treating an intermediary (including outsourced service providers (OSPs))
as someone who provides a service to another CDR participant that assists them in delivering a
product or service to an end consumer. This could include, for instance, a business that specialises in

28 “The majority of non-bank lenders are looking at representative models rather than sponsorship or
unrestricted knowing that RDH obligations are likely to come into play.” Submission from illion
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the collection or storage of CDR data on behalf of other ADRs or a business that provides the data
analytics software that allows an ADR to provide consumer services. These participants may not
necessarily offer any consumer-facing CDR services of their own. The Review recognises the role
intermediaries play in the CDR ecosystem, but the Review did not hear from submissions how the
existing accreditation models fail to meet their needs and what potential changes might be required
to facilitate their role in the CDR ecosystem. Without a clear picture of the underlying problem it is
difficult to see what a bespoke intermediary accreditation process would look like in practice.

While expansion of accreditation may create new opportunities for involvement, it may also add to
the complexity of the accreditation process and further add to existing concerns that further options
have not made it easier to engage with the CDR to date, as noted by Basiq in its submission:

“Although these models have provided greater options, we feel that they have
still not solved the underlying problems that were originally raised during the
proposal phase. As it stands now, the accreditations are still considered to be
expensive to implement, lengthy to acquire and complicated to interpret the
rules associated with them.”

Introducing new pathways to accreditation should remain a possibility as the CDR develops. However,
in the spirit of allowing the CDR to mature before introducing further optionality to the system,
constructing a new intermediary accreditation may not be a priority, allowing time for further
exploration of how intermediaries interact with the CDR to understand how their participation in the
CDR can be facilitated.

Several submissions also noted that the requirements for CDR accreditation could be more closely
aligned with existing requirements under other government initiatives. For example, there are existing
security and privacy requirements for Digital Service Providers (DSPs) under the Operational Security
Framework (OSF) for the Australian Taxation Office (ATO), however, the CDR framework demands
more of data recipients.?® Indeed, many participants inside and outside the system may see it as an
unreasonable expectation of businesses to undergo multiple accreditation processes for schemes
focused on data protection.*®

“Xero is confident recognising this Security Framework [including the Privacy Act,
the ATO OSF and the Security Standard for Add-on Marketplace (SSAM)] would
materially increase ADR participation, connecting business consumers with the

innovation and competition measures intended for the CDR.” — Xero

During consultations, it was suggested that, if ATO requirements are not sufficiently strong, they
should be brought in line with CDR accreditation requirements — otherwise the Government should

29 A 2021 review of the Security Standard Add-on Marketplace (SSAM) by Digital Service Providers ANZ
(DSPANZ) provides insight into the degree to which this framework can align with the CDR. See
https://www.dspanz.org/media/website_pages/news/ssam-review-2021-report/SSAM-Review-2021-
Report.pdf

30 The 2020 Inquiry into Future Directions for the Consumer Data Right touched on similar issues,
recommending the formation of a common ‘data safety licence’ to manage participation in schemes where
secure data holding or transfer is required. See pages 192-3 https://treasury.gov.au/sites/default/files/2021-
02/cdrinquiry-final.pdf
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not feel the need to outline a distinct set of compliance requirements. Either way, participants are
dissatisfied with the existing data compliance requirements across Government. Recognition of other
accreditations (for example, the DSP requirements), where equivalent, could significantly reduce the
complexity of the accreditation process for the CDR and reduce barriers to entry.

While mutual recognition may not always be feasible due to differing legislative requirements, as the
rollout of the CDR continues, Government should continue to look for every opportunity to align CDR
obligations with existing ones.

Recommendation 2.7

Where appropriate, accreditation under the CDR should be aligned with other obligations on
participants, in particular, accreditation requirements for Digital Service Providers registered with
the ATO.

2.10 Reciprocity in the CDR

Reciprocal data holder obligations were built into the system to grow the scope of data available for
consumers and to ensure that those who join the system also contribute to the system, which is
ultimately for the benefit of consumers.®* 32 Not all ADRs are subject to reciprocal data holder
obligations, the ADRs who are subject to them (such as non-bank lenders) are avoiding accreditation
or looking to use alternative access models such as becoming a CDR representative (which does not
activate reciprocal data holder obligations), resulting in no ADRs currently subject to reciprocal data
sharing obligations.

Box 2.4 — Reciprocal data holder obligations

Where an ADR holds CDR data that was not disclosed to them under the consumer data rules
(that is, not disclosed to them in their capacity as an ADR), they have reciprocal data holder
obligations in relation to that data. Reciprocal data holder obligations mean that the ADR, like a
designated data holder, will be required to share CDR data it holds free of charge. This includes
data generated by the ADR.

31 Final report of the Inquiry into the Future Directions for the Consumer Data Right,
https.//treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-final-report.

32 Final report of the Inquiry into the Future Directions for the Consumer Data Right,
https://treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-final-report.
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The Review heard conflicting proposals on reciprocity. Submissions from major data holders (in
particular, data holders in the banking and telecommunications sectors) advocated for the expansion
of reciprocity to support competitive outcomes in line with the Future Directions Inquiry
recommendations.®® The inclusion of data holder obligations acknowledges that designated
participants incurred significant costs in implementing CDR requirements and lose exclusive access to
the data they hold. Reciprocity ensures that those firms that benefit from new data available through
the CDR are required to make the other CDR data they also hold available.

“Based on the principles and scenarios identified under the CDR Act, and the desire
to have CDR apply economy-wide, we would encourage greater use of the principle
of reciprocity to ensure competitive neutrality in the CDR regime.” — Telstra

“It is clear that designing a system of economy-wide reciprocity would have a
resource impact for requlators and ADRs, but the ABA considers it vital for
consumers to fully benefit from the CDR and to ensure fair competition between
designated and non-designated industries.”

— Australian Banking Association

Some participants commented that reciprocity requirements may serve to increase market share for
incumbent data holders who are also ADRs because they create higher compliance costs for smaller
ADRs and force the sharing of data that might otherwise be a competitive advantage for smaller
participants. These obligations may therefore limit and disincentivise participation by smaller
participants, which is at odds with the CDR’s objective to increase competition.

“Whilst reciprocity embodies the purist view of the CDR with open consumer data, it

is seen to be unpopular amongst DRs (data recipient) as it exposes their consumer

data to the major data holders (DHs), who are often also DRs, therefore presenting
greater opportunity for the majors to capture additional market share.” — EY

“Unfortunately [reciprocity] ... has discouraged companies that would be
beneficiaries of Open Banking data to avoid the adoption, or try and find loop-holes
by seeking non-accreditation access such as via the Principal Representative (PR)
model to circumvent this requirement.” — Basiq

As the system gathers momentum the disincentives of reciprocity obligations for smaller ADRs will
be offset by greater data availability as the CDR grows. Developments to bring in Open Finance
datasets into the CDR, including the potential designation of non-bank lending, is likely to further
offset some of the issues raised around reciprocity. In the meantime, consideration could be given
to whether reciprocal obligation deferrals are an effective way to support the transition of
participants into the CDR until the system reaches a point of maturity and growth where these
obligations could be reconsidered.

33 Recommendation 6.9 from the final report of the Inquiry into the Future Directions for the Consumer Data
Right, December 2020, https.//treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-
final-report. This recommendation was focused on expanding to cross-sector applications of reciprocity so
that ADRs could face reciprocal data sharing requirements from DHs operating in a different sectoral
designation.

Part Two: Implementation and lessons learnt | 51



Statutory Review of the Consumer Data Right

Finding 2.5

As the CDR gains momentum and the incentives to participate increase, reciprocal data holder
obligations should be monitored to ensure they are appropriately supporting the growth of a
vibrant CDR ecosystem.

2.11 Part Two — Conclusion

The CDR has not been easy to engage with. This is an issue that must be addressed if the CDR is to
continue to develop. Significant efforts have already been made to improve the system, but further
effort is needed to ensure that consumers and businesses can readily engage with it.

Priority should be given to improving coordination between CDR agencies and addressing data quality
issues. More thought must be given to how consumers interact with CDR products and services,
particularly with the consent requirements, about which concerns were raised by a variety of
stakeholders. Work should continue on refining pathways for consumers to receive CDR data, with
particular attention to liability requirements and how they could be adjusted to spread risk more
effectively in the ecosystem. With this work, the CDR will be well placed to build the momentum it
needs to become economy-wide and conducive to significant consumer benefit. Further changes to
the system, including to the governance structure and reciprocal data holder obligations, may be in
the future necessary to support its longer-term objectives.
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Part Three: The CDR within an emerging
digital economy

The Review heard significant enthusiasm regarding opportunities for the CDR to integrate with
Australia’s broader digital economy. Part Three provides an overview of some of the areas that were
identified where the CDR could provide new opportunities, including aligning with technological
developments in payments infrastructure as well as with regulatory developments underway.

The CDR could become a key driver of Australia’s digital economy by providing consumers the
infrastructure to share their data safely and securely to obtain benefits. The CDR also provides the
framework that can create a flourishing data market in Australia. The Review has heard and
recognised the need for alignment with other digital initiatives and regulatory frameworks, limiting
duplication where possible.

A key area of the digital economy that has seen significant and rapid development is payments. The
New Payments Platform (NPP) has already demonstrated improvements to consumer payment
experiences and promises to deliver further consumer value in the coming years, including through its
PayTo service. Further development of the CDR should consider how its unique framework for secure
transfers of consumer, product and service data could integrate with and augment existing and
emerging payment channels.

Alongside these technological advances, there have also been updates to the legislative framework of
Australia’s digital economy, for example, the recent Data Availability and Transparency Act 2022
(DATA 2022) and the ongoing Privacy Act 1988 review. The CDR is a complex statutory framework and,
where possible, should seek to integrate and operate in concert with other government and
international initiatives.

3.1 Improving settings to support CDR services for small
business consumers

It was consistently acknowledged by stakeholders that the core user and focus of the CDR has always
been, and should remain, the consumer — including small business consumers. However, obligations to
facilitate the sharing of business data have either only recently taken effect (major banks commenced
in November 2021) or have yet to take effect (non-major banks will commence in November 2022).
With the majority of Australia’s approximately 2.4 million businesses in a position to benefit from
using the CDR to disclose their own data,* designing the CDR to facilitate the participation and
particular needs of these businesses could significantly increase the value obtained from the CDR.
These benefits have begun to be realised for small businesses under the UK Open Banking scheme,
and were recently highlighted in the latest OBIE impact report® which focussed on how businesses
utilise cloud accounting services with the integration of open banking.

34 Smaller businesses are likely to benefit from these disclosures, for example via accounting platforms.
According to ABS data 93 per cent of Australian businesses have an annual turnover of less than $2 million.
ABS, Counts of Australian Businesses, including Entries and Exits, August 2021,
https://www.abs.gov.au/statistics/economy/business-indicators/counts-australian-businesses-including-
entries-and-exits/latest-release#turnover-size

35 OBIE Impact Report June 2022, https://openbanking.foleon.com/live-publications/the-open-banking-impact-
report-june-2022/
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Box 3.1 — The Open Banking Impact Report June 2022

Released in June 2022, the latest OBIE impact report focusses on how small businesses are
utilising cloud accounting, of which Open Banking feeds are an integral part. It explored how
the adoption of cloud accounting has delivered efficiencies and improvements in how small
businesses are able to manage their accounts and improve business decisions.

While cloud accounting services pre-date Open Banking, cloud accounting services only started
to be incorporated into Open Banking in 2019. 11 per cent of respondents would stop using
their current service if the ability to incorporate real time transactions from Open Banking was
lost and a further 50 per cent would seek out an alternative. The key findings from the report
revealed:

* 77 per cent of small business respondents reported they now have more immediate and
accurate insights into their financial position at any given time as a result of using cloud
accounting services, and 84 per cent agreed cloud accounting led to them feeling more
efficient.

* 72 per cent of respondents indicated the ability to connect to a bank account was an important
feature, and 58 per cent felt the same regarding the availability of real-time transactions, a
consequence of open banking connections.

* Some respondents suggested that cloud accounting services are saving them money, with 59
per cent saying it delivered internal savings and 64 per cent external cost savings.

* The service is beneficial when it comes to managing late payments, with 70 per cent of
respondents saying so.

The CDR has so far been implemented with a primary focus on individual consumers, particularly their
safety and security. It would be beneficial to give more consideration to the unique needs of small
businesses within the CDR as the system matures, and of their service providers who may have
additional regulatory requirements beyond CDR. Stakeholders have expressed concern that the high
level of safeguards, along with obligations around handling derived data and data deletion, impair
participation from service providers.

There is value in exploring an expansion of the consent time periods for small business consumers to
recognise the higher frequency and enduring nature of their data usage, allowing them to maintain
business setting continuity over a longer period. Under the current CDR rules, consumers choose how
long they consent to their data being shared for, up to the maximum of 12 months.?® In the event that
consent from a small business consumer lapses, if that consent is not actively renewed, the ADR will
be compelled under the CDR rules to delete or de-identify the data for that business, resulting in a
potential loss for a small business consumer who relies on a CDR data product or service. It's easy to
see how this could unintentionally occur in small businesses with many competing pressures. The CDR
needs to reflect the realities for small business consumers by removing administrative burdens where
able to allow them to focus on their core business priorities.

36 Subdivision 4.3.2C Duration of consent, Competition and Consumer (Consumer Data Right) Rules 2020
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A number of stakeholders also expressed their concern that the CDR includes data deletion
requirements that compel an ADR to delete data when a consumer elects to withdraw their consent.
This requirement raised concerns from participants that it would negatively impact professionals who
rely on accredited accounting or business management software platforms, such as accountants, as
they would be unable to meet their legal obligations to retain certain types of data (such as for tax
purposes) received through the CDR. The Review also notes, however, that Privacy safeguard 12 does
provide an exemption to the data deletion requirements for CDR data where “the accredited data
recipient or designated gateway is required by law or a court/tribunal order to keep the CDR data”.%’

A further consideration influencing existing and prospective ADRs relates to derived data. The Act
states that any data that is directly or indirectly derived from other CDR data is itself CDR data,>®
meaning that any previously non-CDR data that mixes with CDR data will attract the same CDR data
handling requirements, including limitations on disclosure. This has caused concern among current
and potential participants and is seen by some as a strong disincentive to participate in the system.

“The concept that CDR data is any data derived from mandated files and/or
touches CDR data forever and ever until the data can no longer be attributed to the
original individual/entity is near-sighted and a blatant overreach by the requlator”

— FDATA

“It is unclear why Australia has chosen to extend the definition of CDR data to
derived data, as this is creating barriers to participation to avoid the ‘poison pill’
effect” — Joint submission CAANZ, CPA, IPA

A possible solution to this problem would be to ensure that everyone downstream undergoes some
form of accreditation, but this ignores the significant cost and complexity of participating in the
ecosystem (see also sections 1.5, 2.8 and 2.9), creating further disincentives for participation.

Finding 3.1

The CDR has the potential to provide benefits to millions of small businesses across Australia but,
at present, participation is low. The Government should consider settings to facilitate small
business participation, such as consent durations, data handling and deletion setting
requirements. Derived data settings should also be revisited to ensure that they remain
appropriately calibrated and reflective of data disclosure needs and uses.

37 See Privacy Safeguard 12, https://www.oaic.gov.au/consumer-data-right/cdr-privacy-safeguard-
guidelines/chapter-12-privacy-safeguard-12-security-of-cdr-data-and-destruction-or-de-identification-of-
redundant-cdr-data

38 The terms ‘CDR data’ and ‘directly or indirectly derived’ are defined by s 56Al of the Act
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3.2 Data disclosures and small business
consumer participation

Stakeholders have emphasised the CDR currently doesn’t offer the appropriate levels of flexibility to
allow business consumers to operate in the ecosystem. The recent introduction of trusted advisers has
gone some way to alleviate this, but the framework falls short in addressing how a majority of small
businesses operate in practice.

Under the current framework, the trusted adviser specification does not reflect the needs of small
business consumers, including sole traders and small family businesses, where the role of a trusted
adviser can often fall to a family member or employee. In some cases, this adviser may not hold formal
accounting qualifications (e.g. a CPA) and might solely manage the business using an accounting or
business management software platform, meaning that they would be unlikely to be included under
the definition of trusted adviser.

“Many SMEs rely on bookkeepers, who may not otherwise have formal
qualifications, to keep their business afloat. Disrupting this practice by excluding
bookkeepers from the definition of ‘trusted adviser’ and limiting a consumer’s
ability to control who they trust with their data, fundamentally risks undermining
the usability of the CDR and risks existing market practices” — FDATA

Many business consumers are unlikely to make the switch from unsafe but more convenient
alternatives like screen scraping until the CDR can meet their needs and provide a comparable service.
A factor for this is improving data quality (see section 2.1), with current service providers potentially
hesitant to switch to the CDR due to the concern they will inadvertently provide a poorer quality
experience and product for their customers than the less secure but more convenient alternatives.

“Treasury’s intention for the rules to facilitate current consumer practices of the

permissioned sharing of their data with trusted third parties ... is a good one and

deserves support. However, it doesn’t encompass the agency small businesses in
Australia currently enjoy and depend upon to run their businesses.” — Xero

The differences between individual consumers and small business consumers need to be
acknowledged, including different requirements and potential tolerances around who the data is
shared with. While both individual and small business consumers have access to trusted adviser
disclosures, particular consideration should be given to providing small business consumers the
flexibility to consent to sharing their CDR data with individuals outside the limited categories of
trusted advisers currently defined under the rules, while maintaining the current protections offered
to individual consumers.

The Review acknowledges that some submissions by contrast advocated removing trusted adviser
disclosures entirely from the CDR due to the increased risks associated with CDR data exiting the CDR
system. Some submissions raised concerns relating to instances where consumer consent can be given
for data to be disclosed to unaccredited persons outside the CDR to whom the Privacy Safeguards, and
potentially the APP, do not apply. In allowing disclosures to unaccredited parties, CDR settings should
ensure that consumer risks are reduced by either limiting the eligible recipients or requiring that the
data disclosed meet a specific, limited purpose. In the case of small business consumers, this would
seem to favour the latter setting — where disclosures are explicitly for business-related purposes.
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The Review recognises the importance of data handling protections and their importance in system
and consumer safety outcomes. In balancing the settings for business and individual consumers it is
important to recognise that risk and benefit profiles will be different for different cohorts of CDR
users, particularly in relation to promoting safer data sharing practices (compared to practices like
screen scraping) and supporting improved business operational outcomes.

A potential remedy to improve CDR utility for small business consumers is to give further thought to
how small businesses operate and what services they use. For example, should the small business
consumer desire, consideration should be given to allowing the data sharing outside the CDR with a
third party with their consent.

There are some risks with this approach as any CDR data provided to an unaccredited third party
(other than a CDR representative or an outsourced service provider) would then be outside the
protections of the CDR and, where the recipient has an annual turnover below $3 million, they would
not be covered under the obligations of the Privacy Act 1988. This is unlikely to be optimal for an
individual consumer but may be appropriate for the needs of small business consumers.

Any change would need to consider how to differentiate an individual versus a small business
consumer and ensure the protection of vulnerable consumers (which can include small business
operators). The Review recognises that many small business and sole traders can have significant
overlap in their personal and business accounts, making it difficult to separate personal and business
data, the latter of which could include financial information and activity from third parties. Careful
consideration must be given to ensuring appropriate protections are maintained accordingly.

Recommendation 3.1

Government should consider ways to increase small business participation in the CDR. This could
include giving small businesses flexibility to consent to share their CDR data with parties outside
the limited ‘trusted adviser’ categories currently defined under the CDR rules. Consideration
should also be given to enabling small businesses to consent to share data outside the CDR to a
third party for explicitly business-related purposes.

Any amendments to support wider sharing of CDR data should ensure the maintenance of
existing protections offered to individual consumers and carefully consider the impacts of any
potential overlap between business and personal data.

3.3 Supporting cross-sectoral use cases across the
digital economy

As Australia and the rest of the world move towards a more horizontally integrated economy where
businesses provide products and services that span traditional sector boundaries, the vertical
structures between sectors will become increasingly blurred and consumers will expect a greater level
of integration across different domains of their lives. The CDR is optimally placed to facilitate this and
is on the precipice of doing so by providing a conduit from which businesses can compete across
multiple sectors. Some stakeholders suggested that cross-sectoral use cases had the greatest capacity
to drive consumer value.
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“The TCA recommends moving away from the current sector-based model toward a
sector-agnostic, use-based model that is standardised by data use cases such as
online payments and mortgage applications.” — Tech Council of Australia

“Continue with expansion and acceleration of CDR to include broader government
and private sector datasets to enable more innovative customer value
propositions.” — Commonwealth Bank of Australia

Facilitating these use cases may be particularly difficult under the existing sector-by-sector approach
to rolling out the CDR.

“The government needs to consider the impacts and consequences as sectors are
designated, as sectors do not function in isolation. It is important to understand
and recognise some sectors have cross sector dependencies.” — PEXA

Box 3.2 — Cross-sectoral products, use case example

Considering the purchase of rooftop solar can be a complex process. To make an effective
decision, consumers need to consider their existing household energy usage, whether they have
the capacity to absorb the upfront costs or whether a loan might be required and, if so, whether
the benefits of installation outweigh the cost. To support this difficult decision, a CDR-powered
service could access customer financial data and energy data simultaneously to provide a
complete picture of the value of pursuing rooftop solar, as well as provide bespoke product
recommendations.

Whilst the sector-by-sector rollout is a pragmatic and intuitive approach in the short term, it has also
resulted in new rules/standards/consent processes for each sector. These bespoke processes are
developed in response to the particulars of each sector, but also reinforce the vertical sectoral silos,
increasing system complexity and friction for cross-sectoral activity, potentially providing a barrier for
more innovative cross-sectoral use cases. This also increases the burden on participants, who either
spend considerable time and effort trying to understand and build to different requirements by
business activity, increasing costs, or forgoing expansion to a particular sector. Neither result is
desirable, with the first disincentivising participation and the second resulting in reduced consumer
value and innovation.

To build a truly cross-sectoral CDR, further consideration will need to be given to moving towards
greater alignment and sector neutrality of the rules, standards and consents for participants. The CDR
should aim for horizontal integration and reusability across sectors in its design and differences should
be by exception.

“CDR authorities must work together to create a single set of standards and rules
that all sectors can use. Only then will we be able to see the full potential of the
Consumer Data Right” — Intuit
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Alignment must also extend to address the use of different unique identifiers between sectors to
identify the consumer. Currently, energy providers use an address and/or metering device, banking
uses a customer identification number, government financial initiatives use a Tax File Number (TFN),
and businesses are primarily identified by an Australian Business Number (ABN). To support future
cross-sectoral use cases, it will be critical to have an overarching unique identifying layer or data
interoperability mechanism between unique identifiers within the CDR to reliably identify the
consumer and manage consents while maintaining appropriate privacy protections. Without this, it
will be more difficult to bring together consumers’ datasets from across sectors and providers.
Consideration needs to be given to addressing this issue to allow better cross-sectoral operation, both
within the CDR and across the broader digital economy, with the use of common, economy-wide
identifiers, such as digital identity.

“Without introducing a common identification framework or including a Digital
Identity, cross-sectoral data sharing will be impossible from a consent perspective”
— FDATA

Finding 3.2

Expanding the CDR to deliver cross-sectoral use cases will require a method of consumer
identification that spans different sectors and interactions. This will require utilisation of identity
solutions beyond the existing unique identifiers adopted in energy, financial and
telecommunications sectors to enable seamless user experiences.

Australia’s CDR does not operate in a vacuum. It is part of larger global digital economy, a fact
highlighted in the Future Directions Inquiry.3® It has been suggested the CDR is “quite simply world
leading”,*® but we risk losing this position and missing opportunities to compete in a larger global
ecosystem if we don’t address the issues that prevent interoperability across sectors. Failure to do so
will leave Australian businesses at a disadvantage to competitors from international markets and
consumers potentially ultimately worse off. It may also lead to a situation of increased compliance

burdens on participants operating across multiple schemes internationally.

Australia is uniquely placed to promote the CDR as defining the standard for data portability
frameworks, particularly given that there is no universal or preeminent standard globally.

“Wherever possible, we suggest harmonising data security and privacy obligations
with existing systems and international standards. With many Australian
businesses operating overseas, adopting internationally consistent rules minimises
compliance burden” — Tech Council of Australia

39 Recommendations 8.9 and 8.10 from the final report of the Inquiry into the Future Directions for the
Consumer Data Right, December 2020, https://treasury.gov.au/publication/inquiry-future-directions-
consumer-data-right-final-report

40 Submission from Scientia Professor Ross Buckley and Dr Natalia Jevglevskaja
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Finding 3.3

Prioritising the development of the CDR as an internationally interoperable data portability
initiative will deliver significant consumer benefits by way of a greater willingness for
participation from international product and service offerings.

3.4 Role for government participation in the CDR

The CDR already includes some government participation — the Australian Energy Regulator (AER) will
act as a data holder for the energy sector. A clear theme of the recent Treasury Strategic Assessment
was the desire for the wider inclusion of public sector data in the CDR. This assessment suggested the
use of public sector data to drive innovation and improve how consumers use government services, as
well as to increase consumer trust in both government data use and the CDR. Similar suggestions were
heard in submissions to this Review.

“The convenience to have data securely shared both between government agencies
and between agencies and business, and the efficiencies to deliver services faster
will provide significant value to Australian citizens.” — EY

“Rather than scrap Public Datasets from the CDR, a concerted effort much (sic)
be made to find a way to include them in the CDR, as this will supercharge the
adoption of CDR through the development of complex and beneficial use cases.”
— FDATA ANZ

There is also potential for consumer value through government agencies participating as recipients of
CDR data. Australians are increasingly interacting with government services through digital channels,
and when government agencies are able to use consumer information with consumers’ consent, they
can deliver more seamless experiences for Australians through a more integrated digital ecosystem.
The use of consumer data to support tax payments should be considered as one possible starting
point for expanding the CDR to government participants.

In March 2021, Her Majesty’s Revenue and Customs (HMRC) partnered with the private sector to
deliver an open banking solution to paying personal taxes. This solution enabled taxpayers to consent
to allowing a third party provider to initiate a payment by prefilling payment reference number and
amount, decreasing human error and risk of fraud. As of January 2022, open banking was used to
support the transfer of over £2.4billion with 13 different tax categories now supported under the
scheme.** HMRC’s participation in the UK Open Banking scheme demonstrates that government
participation has the potential to unlock significant opportunities for consumer benefit, and to provide
opportunities to support private sector innovation in the digital economy.

41 Open Banking UK, UK open banking marks fourth year milestone with over 4 million users, January
2022, https://www.openbanking.org.uk/news/uk-open-banking-marks-fourth-year-milestone-with-
over-4-million-users/
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Box 3.3 — Unlocking Government-held data, use case example

Businesses often rely on trusted advisers and other services to understand their tax requirements
and status, effectively manage their finances, and comply with regulatory obligations. This
includes providing tax returns, business activity statements and other tax information for loan
and credit applications. Finding and accessing appropriate financing could be simplified for
consumers with the ability to share relevant tax data directly from the ATO to the service
assessing their loan applications or helping to manage their finances.

More government-held data could be included in the CDR. With most Australian governments (State
and Federal) supporting and promoting the opportunities of the digital economy to unlock future
growth and productivity gains, it is important for the Government to model the behaviour it seeks
from the broader economy.

Some modification to the CDR framework may be necessary to support expansion of the CDR into
government datasets (see also Recommendation 1.1). The existing sectoral approach has limited
capacity to designate government data as government-held datasets can currently only be included as
part of a CDR rollout to a designated sector.*? This Review has already suggested that a more
discriminating or targeted approach may be warranted for designating new datasets, and this may
need to support the incorporation of government-held data, unless government-held data can be
designated as its own ‘sector’. Undertaking a sectoral assessment of government-held data would be
extremely difficult to facilitate given the wide breadth of functions government fulfils. Designating
government as a sector could also overlap with existing government data sharing initiatives (such as
DATA 2022), which would unnecessarily add to the complexity of the data regulations in Australia. If
legislative changes are needed for a more targeted approach to CDR expansion to support high-value
and safe use cases facilitated by government data, this should be addressed as a matter of priority.

Further areas of existing legislation that may require attention include:

* secrecy provisions that prevent the sharing of government-held data, even with a consumer’s
consent. The Data Availability and Use report found that together these (over 500) provisions
“impose considerable limitations on the availability and use of identifiable data.” With these
provisions in place, the existing CDR statutory framework may not be able to enable sharing
government-held data.*®

* fitness-for-purpose of the scheme’s accreditation and other requirements for government
recipients. This could include how the scheme’s privacy safeguards would operate in practice for
government ADRs,* and implications of derived data requirements.

42 This is how data held by the AER became designated under the CDR.
43 See, for example, section 355-25 and 355-35 of the Taxation Administration Act 1953.

44 See for example, Privacy Safeguard 9 — Adoption or disclosure of government related identifiers by
accredited data recipients.
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Recommendation 3.2

Facilitating government participation in the CDR should be a priority to ensure consumers benefit
from more seamless government interactions and an ability to share their data across a greater
range of services. Consideration should be given to how designation, accreditation and standard
setting processes can optimally facilitate government involvement alongside other initiatives,
such as the Data Availability and Transparency scheme.

3.5 Awareness of the regulatory landscape outside the CDR

The CDR should align with regulatory changes and limit duplication where possible. Participants spoke
of the impacts caused by separate but concurrent regulatory processes and obligations within and
outside of the CDR. There are several changes that are set to have a significant impact on shaping the
digital economy, including the Data Availability and Transparency Act 2022 (DATA), the review of the
Privacy Act 1988, the review of the Financial Services Legislation, the payments system reforms, and
the ongoing Quality of Advice Review. It is crucial that these policies work together effectively and
minimise unnecessary overlap and compliance burden.

The recent passage of DATA will allow government agencies to share data with accredited Australian
state and federal government agencies and Australian universities. DATA enables sharing for the
delivery of government services; informing government policy and programs; and research and
development. The CDR and DATA share similarities, including an accreditation framework for data
recipients, bespoke privacy safeguards and use cases to streamline service delivery for consumers.
There are, however, clear differences between the two schemes. The objectives of the schemes are
different — DATA aims to promote the availability of public sector data for prescribed purposes, while
the CDR aims to promote consumer choice, innovation and competition through greater consumer,
product and service data portability in designated sectors. DATA does not mandate data sharing,
which is subject to the agreement of the data holder and accredited recipient rather than being
consumer-initiated. As the CDR moves to increase government participation in the CDR as both a data
holder and a data recipient, careful consideration should be given to how these systems can operate
most effectively together and whether aspects of their implementation can be aligned, such as:

. facilitating the inclusion of government-held datasets, noting the differing objectives of the
DATA and the CDR,

. recognition and alignment of accreditation frameworks (see Recommendation 2.7), and
. alignment of data standards, including terminology where possible.

The Digital Transformation Agency (DTA) has also been developing legislation for an Australian
Government Digital Identity System, building on the infrastructure developed to deliver myGovID.
Though focused on proving identity, this is, at core, a data sharing framework. Should the Government
be inclined to continue this work, it is important for the CDR and Digital Identity framework to
complement each other where possible to ensure a seamless digital experience for users and a
navigable system for those delivering services.

The Privacy Act 1988 was also raised by several submissions, with general concern that the Privacy Act
1988 and the CDR create dual requirements for participants in the CDR. Participants noted that these
dual requirements create significant and unnecessary complexity, particularly for smaller participants
(without large legal teams) required to interpret their obligations under each of these frameworks.
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“Placing privacy protections into legislation not related to privacy not only
increases the complexity of that legislation but creates a risk that people seeking to
understand how the privacy of their data transmitted through CDR channels is
protected in the Privacy Act 1988 (Cth) will potentially consider that none exists.” —
Joint submission CAANZ, CPA, IPA

The requirements on participants for data sharing and use under the privacy safeguards were,
however, generally seen as being appropriate for participating in the CDR. It is difficult to see how
these arrangements could be simplified while providing a high degree of consumer protection without
making general changes to the Privacy Act 1988. The CDR should not be the mechanism through
which changes to Australia’s general privacy landscape are achieved. Instead, the ongoing Privacy Act
Review should consider what the appropriate privacy settings are for the wider economy. If this results
in a lifting of standards to a level similar to the CDR privacy safeguards, then consideration should be
given to amending the Act and the CDR rules, removing any duplicative obligations and providing a
level of alignment.

“Simplicity and consistency in privacy obligations will benefit both businesses and
consumers in understanding their rights and responsibilities and will also aide
situations where businesses may operate internationally (and therefore be subject
to a range of international privacy requirements as well).” — Telstra

Finding 3.4

Protections provided by the CDR are designed to ensure the integrity of the scheme is
maintained as it moves across each sector working alongside the Privacy Act 1988. Where
opportunities for alignment with the Privacy Act 1988 are identified, the CDR protections should
be reviewed to reduce duplication and increase alignment.

Although they impact only those in the financial services sector, the ongoing Review of the Legislative
Framework for Corporations and Financial Services Regulation by the Australian Law Reform
Commission are good examples cited in illion’s submission of ongoing processes that may provide
some avenue for regulatory alignment.

A close eye should also be kept on any potential decisions and regulatory changes impacting payments
systems, which include the nascent technologies of cryptocurrency and digital wallets. With the CDR
poised to make the step into payment initiation, any changes to the payment ecosystem may have
potential overlaps that should be considered. In particular, Scott Farrell recommended in the recent
Review of the Australian Payments System “aligning the requirements under CDR accreditation with
the payment services licence where appropriate. For example, the payment services licence should
contain requirements that are built on top of the relevant information security requirements under
the CDR.”*

45 Payments System Review, June 2021, https://treasury.gov.au/sites/default/files/2021-08/p2021-198587.pdf
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“We recommend government consider the cumulative reqgulatory burden
associated with all of these reforms as it contemplates the CDR legislative
framework. Moreover, any changes to the CDR should avoid confusion or tension
between regulatory frameworks across portfolios. It would not be helpful for any
proposed changes to the Privacy Act to be at odds with the legislative framework or
rules underpinning the CDR, for example. Similarly the Payments System Review is
also contemplating similar issues, including a right to action. We strongly
encourage Treasury and all relevant portfolios work proactively together to ensure
alignment between the various streams of related work.”

— Business Council of Australia

The CDR has also been specifically called out in the terms of reference for the ongoing Quality of
Advice Review (QOAR). Given the CDR has the potential to streamline the provision of a data collection
process for the digital tools used by financial advisers, reducing the time and effort to collect customer
data and thus the cost for the consumer, there is high level of overlap between the two Reviews.
Attention should be given to the final report for the QOAR, particularly as it relates to any findings or
recommendations that specifically reference the CDR, such as potential use cases and the
identification of new datasets.

It is important, as the CDR moves forward, that it remains cognisant of the both the existing and
emerging regulatory landscape, keeping an eye on overlapping schemes, recognising the pre-existing
regulatory burdens that have already been placed on certain sectors and seeking out opportunities for
alignment and remove duplication where possible.

Finding 3.5

The regulatory environment that the CDR operates within is complex. Where possible, the CDR
should seek opportunities for alignment with other regulatory schemes, limiting duplication and
overlapping regulatory obligations to make the CDR easier to navigate, reducing additional
compliance burdens and confusion for participants.

3.6 Alignment with other initiatives in the digital economy

The CDR has the potential to become a key driver of Australia’s digital economy. Data portability is
a core capability that supports digital services, including streamlined and/or automated payment
transfers and supporting capabilities for these services, such as digital identity.

The Review has discussed the importance of digital identity to enable CDR cross-sectoral use cases, a
view supported by many participants who saw digital identity as important to future growth in the
CDR system and a key dependency for the system, particularly in supporting payment and action
initiation. The Future Directions Inquiry and Strategic Assessment also raised it as a recommendation.
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Box 3.4 — What is digital identity?

Digital identity can help individuals verify their identity in a safe and secure way to access
services online. This can include services provided by the Commonwealth, states and
territories and the private sector. Digital identity can remove the need for individuals and
businesses to visit a shopfront with their identity documents for some transactions but does
not replace the foundational, typically government-originated documents that support identity
proofing and verification.

“With the expansion of CDR into other sectors, CDR and Digital Identity ecosystems
will require strong interoperability, particularly between private and public sector
networks. Each system needs to maintain their own independence, as not all Digital
Identity use cases will involve data sharing or have a link into CDR use cases, but
CDR will become a very important user of an interoperable digital identity
ecosystem, driving strong consumer choice and a more streamlined approach to
customer verification and authentication requirements under CDR.” — NAB

Noting that there are various proposed solutions to provide digital identity for government and private
sector services, many participants the Review spoke to saw a role for government in facilitating
broader uptake and use of digital identity. This included providing channels for the market to leverage
government biometrics databases to enable high-level identity verification for online transactions or
actions where a high degree of identity assurance is needed.

In considering any approach to digital identity, the Government should be careful not to provide
potential solutions through the CDR that duplicate existing solutions or are disconnected from existing
solutions under development. Noting the challenges of establishing an effective, economy-wide
approach to digital identity, further work should be done to ensure any integration of digital identity in
the CDR ecosystem is aligned with and supports existing regulatory and legal frameworks. Any
approach should also align with and not duplicate existing regulatory obligations in the wider market
or sectors where the CDR operates, such as Know Your Customer checks and Anti-Money Laundering
and Counter-Terrorism Financing Act 2006 (AML/CTF Act) obligations that apply in the financial sector.
Depending on what digital identity solution is used, some obligations such as AML/CTF may require
the inclusion of additional data not currently covered by the CDR e.g. date of birth.

“We recommend Treasury work with AUSTRAC and with the Digital Transformation
Agency, which has developed the Trusted Digital Identity Framework, to better
assess how account creation can be enabled digitally within a robust requlatory
and legal framework to avoid regulatory duplication by attempting to solve for

digital identity via the CDR” — Commonwealth Bank of Australia

Though the CDR cannot provide a framework for delivering an economy-wide digital identity solution,
there is potential for the CDR to do more than just use digital identity. The CDR has the potential to
enable or support digital identity by allowing consumers to share complementary datasets to
strengthen authentication of their identity and/or attributes (e.g. that they hold qualifications or
credentials they say they do).
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For example, when a person is required to confirm their identity and attributes with an unaccredited
third party provider (such as a real estate agent), that third party could ask the person to provide
consent for an ADR to receive attribute data through the CDR from data holders (such as banking
information or energy bills) so that the ADR can verify the identity and attribute information for the
third party. This process could save consumers the onerous process of collecting, formatting and
providing attribute information themselves and would be more secure than existing processes to
share identity and attribute information with third parties.

Figure 3.1 — CDR and attribute verification
Consumer ( @ Unaccredited
service provider
14

2 | Insight provider
Accredited Data Recipient

Attribute ‘Source of Truth’
Data Holder

With the CDR providing the framework to support open banking and Open Finance, along with the
former Government’s agreement“® to accept the Future Directions Inquiry recommendation to
implement payment initiation, the CDR will interact with the New Payments Platform (NPP) (see

Box 3.5). Submissions to the Review from the ABA and the Australian Payments Network highlighted
the similarities between the NPP and its new PayTo service offering to support and streamline
payment transfers, with many suggesting the CDR should be leveraging and aligned with this work,
potentially achieving a ‘quick win” for payment initiation. This alignment includes looking to minimise
friction points where possible to improve the consumer experience (such as with the consents
process), and reduce regulatory compliance for participants, with consideration to any potential risks
that may undermine the integrity of the system. For example, the submission by Australian Payments
Network noted that the CDR consent flow (in the Consumer Experience (CX) guidelines published by
the DSB) currently requires consumer involvement in five distinct steps of the flow, whereas PayTo
allows a consumer to authorise a third party to provide specific payments on their behalf, offering a
streamlined interaction for the consumer.

46 The Government response to the Inquiry into Future Directions for the Consumer Data Right,
December 2021, https://treasury.gov.au/publication/p2021-225462
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Box 3.5 — New Payments Platform (NPP) and PayTo at a glance

Launched in 2018, the New Payments Platform (NPP) is Australia’s real-time payments
infrastructure that supports the transfer of funds on a 24/7 basis. The NPP’s new PayTo service
streamlines payments authorisations and supports a range of use cases from recurring or
subscription payments, ecommerce and in-app payments, one-off payments, funding for other
payment options such as digital wallets to third party payment services such as corporate payroll.
For example a consumer could set up a recurring payment in their internet or mobile banking
app as an alternative to direct debit, allowing them to see and control recurring payments, with
the ability to stop them at any time. The rollout of PayTo by businesses participating in the NPP
started in June 2022.

“The ABA supports greater alignment of these requirements now to ensure that as
banks continue to build for both the CDR payments initiation and PayTo, they can
do so in a manner that ensures interoperability between the two as this will ensure
a better consumer experience” — Australian Banking Association

“As significant payments infrastructure with a fully developed rules framework and
liability model, PayTo should be closely considered when the detailed design work is
performed to extend the CDR framework to include payment initiation and when
the accompanying legislation is developed” — New Payments Platform

Finding 3.6

There is significant enthusiasm for the delivery of action initiation under the CDR, with many
submissions noting the opportunities for the CDR to capitalise on concurrent work being
undertaken within payments systems, such as PayTo. Where possible, the CDR should work
in conjunction with other initiatives to minimise potential friction points and reduce
regulatory compliance for participants, with the objective to create more streamlined
consumer experiences.
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3.7 Role and importance of the consumer voice in the CDR

As flagged at the outset, a key theme encountered in this Review is consumer-centric utility as a core
objective of the CDR. Some submissions have raised concerns that the consultation on CDR
developments has favoured those deeply engaged with the CDR ecosystem (such as fintechs and
businesses in designated sectors) with the resources to participate, and has lacked adequate
consideration of consumer voices. Without a well-represented consumer perspective to balance the
voices of other participants in the system, some are concerned the CDR will be driven from the core
objects of the CDR for consumer benefit.

“The FinTech and financial services sector view of the consumer perspective is ...
inevitably seen through a profit motive lens, rather than developing the CDR to
address genuine consumer needs.” — Financial Rights Legal Centre

Consumer advocacy groups have been actively attempting to fill this void at personal cost; as noted by
the Consumer Policy Research Centre, “the burden placed on consumer groups during consultation is
extensive and excessive”. The CDR will need to continue to look to consumer advocacy groups
because it is not feasible to expect ordinary consumers to engage directly in these processes. The
Review was grateful to receive a submission from a private citizen with the time and knowledge
required to effectively participate in a consultation process, but this participation is an exception
rather than the rule. The issue of consumer representation is not isolated to the CDR, rather, it is
endemic across many government consultation processes. This further compounds the realities faced
by consumer advocacy groups on how to best allocate their limited resources and effectively
participate in these processes.

“The ability for policymakers to fully consider the benefits and risks of a reform like
CDR relies upon the ability for consumer organisations to effectively participate in
such processes. CPRC strongly encourages the Australian Government to make
provisions to adequately fund consumer representation to effectively participate in
these processes.” — Consumer Policy Research Centre

The importance of consumer advocacy groups as representatives for consumers cannot be overstated,
but it is not an issue solely for the CDR or its processes. Rather, Government must take a consolidated
approach, which may include providing additional funding for consumer advocacy groups to
meaningfully participate in processes with clear and direct impacts on consumer cohorts.

Recommendation 3.3

The consumer voice is amplified through consumer advocacy groups. These advocacy groups
are generally under-resourced, inevitably diminishing the consumer input into the development
of the CDR and other government consultation processes more broadly. Additional funding may
be needed to support consumer advocacy groups to meaningfully participate in not just the
development of the CDR but across government initiatives.
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Part of amplifying the consumer voice is creating a CDR ecosystem that is easy and encourages
consumers to raise complaints. A submission from Cuscal suggested that “[a]s the regime expands it
will become difficult for consumers to ascertain which organisation, they are required to raise
complaints and seek actions for redress”. Cuscal goes on to suggest that a single agency could be
defined through which consumers raise complaints and which directs these complaints as required.

As a cross-sectoral scheme, the CDR was always designed to include multiple regulators to fulfil
separate roles and responsibilities.*” The Review recognises and supports that from the outset that, to
be an effective consumer-facing policy, the CDR should have a ‘no wrong door’ approach (see

section 2.3) to handling consumer complaints, so as to avoid, as the original Productivity Commission
report put it, leaving “the consumer straddling in a regulator abyss”.

3.8 Beyond the Statutory Review

This Statutory Review takes place five years after the initial conception of the CDR in the Productivity
Commission’s Data Availability and Use report. As previously stated, it comes at an important time for
the CDR as it transitions from a build phase into a phase of maturing to develop its scope to deliver
significant consumer benefits. This Review has offered a number of short to medium term changes to
the statutory framework to support the maturation of the CDR. It also recognises that some of these
changes may not be long term solutions and identifies a number of elements of the statutory
framework that may need further consideration in the future, which could include:

e direct to consumer data sharing (section 1.6)

* implementation and governance arrangements of the CDR and other digital economy initiatives
(section 2.3), and

* reciprocal data holder obligations (section 2.10).

The CDR has undergone substantial adjustments even in these early stages, and there should be an
ongoing provision for considered review to ensure it remains agile and fit-for-purpose. Submissions
from the Australian Energy Council and the OAIC recommended that a further statutory review of the
CDR be conducted in the future, with the former suggesting repeating reviews every three years and
the latter suggesting a further review within the next five years.

This Review supports a further statutory review occurring within the next five years, capturing the
lessons from the next iterations of the economy-wide rollout and allowing an additional course check
and design calibration as the system continues to mature. A future statutory review could address the
considerations listed above if they remain pertinent along with any further issues that arise in the
meantime, particularly in relation to the development of the CDR to include payment and action
initiation and other developments in the wider digital economy.

47 See Data Availability and Use — Productivity Commission Inquiry Report, No. 82, March 2017,
https://www.pc.gov.au/inquiries/completed/data-access/report/data-access.pdf
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Finding 3.7

Consider a future statutory review within the next five years. This review may consider
direct-to-consumer data sharing, the implementation and governance arrangements of the
CDR and other digital economy initiatives, reciprocal data holder obligations, as well as any
other issues that arise.

3.9 Part Three — Conclusion

The Review encountered sincere enthusiasm and optimism from stakeholders around opportunities
that will arise as the country continues its development as a digital economy. Australia has already
made significant advances in areas including payments, e-invoicing and the digital delivery of
government services. Stakeholders were confident that the CDR is an important part of the future
Australian digital economy.

To capitalise on the opportunities of the digital economy, the CDR must be appropriately configured to
facilitate the inclusion of different types of consumers like business, to grow the ecosystem, while
ensuring the broader consumer voice isn’t lost. Thought also needs to be given to how the CDR will
operate across sectors and which components are needed to allow interoperability not just between
sectors, but also internationally. Finally, the CDR needs to keep a finger on the pulse of other
regulatory frameworks and initiatives within the digital economy, looking for alignment where possible
and leveraging existing infrastructure.
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Part Four: Other issues raised in submissions

As detailed throughout this Report, the Review has responded to stakeholder observations and
suggestions that went to the functioning of the overall CDR framework and its continuing
implementation. The Review also acknowledges additional suggestions from stakeholders that could
be considered in the future development of the scheme (see table 4.1). Any further consideration of
the issues identified in this section should be undertaken in the context of ongoing future legislative,
rule-making and standard-setting updates, with a view to ensuring that the framework remains fit-for-
purpose into the future. Some of these issues are relatively technical in nature, others extend beyond
the scope of this review or require further consideration in the context of an evolving CDR system.

Table 4.1 — Other issues raised in submissions

Issues that could be adopted in the context of future CDR updates

Aligning consent
processes across
the payments and
digital ecosystem

Section 3.6 of the Report finds that the CDR should look at opportunities to
align and interface with PayTo and other payment initiatives to deliver action
initiation. In addition, and to achieve this, consent flows across payments and
CDR need further separate consideration. Multiple submissions suggested
that work needs to be done to align the consent flows under the CDR with
those for PayTo where possible. In particular, the Australian Payments
Network recommended that a review of rules 4.11(1)(c), 4.13(1), 4.22 and
4.25(1) will be necessary to facilitate this. The Review encourages further
assessment of the necessary rule changes once the primary legislation has
been amended to enable action initiation, which go to Finding 3.6, that
consideration could be given to aligning the CDR and PayTo consent
requirements where appropriate.

Better defining
sectors

Submissions from the Australian Payments Network and Australian Energy
Council noted that the language of the objects in s56AA(a) in the Act could be
sharpened. Notably, the objects refer to certain sectors being covered by the
CDR, where it could instead refer to designated sectors. The Review supports
such a change to improve focus in the language and meaning of the part’s
application to designated sectors.

Clarifying
‘accredited
persons’

The Financial Rights Legal Centre and Rajbhandari and Burden noted that
s56AA(a)(ii) refers to accredited persons as the only ones able to access data
through the CDR. Under existing data sharing arrangements, data can be
shared with unaccredited persons such as Trusted Advisers or CDR
Representatives. To reflect these arrangements, s56AA(a)(ii) in the Act may
need to be clarified.

Part Four: Other issues raised in submissions | 71



Statutory Review of the Consumer Data Right

Enabling direct to
consumer data
sharing

The legislative framework is broadly suitable to support direct-to-consumer
data sharing. Part 3 of the CDR rules outlines requirements for data holders
and direct to consumer data sharing.

Whether it is timely to ‘switch on” direct-to-consumer data sharing is a
separate matter, and the Review has found that it is not timely to do so
(Finding 1.3). Consumer data sharing at this stage would not offer significant
benefits to consumers and poses apparent risks. These risks may change as
the CDR system matures, and the nature of consumers’ engagement with
data changes, at which point safely enabling direct-to-consumer data sharing
may be worthwhile.

When conditions have reached a point that risks around direct-to-consumer
data sharing have decreased on balance, the functionality and obligations can
be enabled through a rule change to the relevant schedules.

Data holders are not restricted from enabling direct-to-consumer data
sharing of their own volition. The CDR supports data holders making that
available without waiting for rules requiring them to share it. This would be
the case for the banking sector and any data holders electing to disclose
ahead of being required to (Rules Schedule 3, Clause 6.5) according to the
commencement table (Schedule 3, Clause 6.6 — which is silent on Part 3
obligations — effectively leaving them switched off). There are caveats to this
in that there is a requirement to adhere to CDR standards in making this
disclosure — standards which don’t currently exist — and for it to be provided
in a human-readable form. Any attempts to develop a CDR-compliant data
sharing mechanism ‘through CDR’ in this context will potentially need to be
revised if these settings change, and banks already often have existing
methods for sharing data with customers outside of CDR.

In the energy sector, obligations around Part 3 of the rules are explicitly
referenced as not applying (Schedule 4, Clause 8.5), so any disclosures made
by data holders to requests from consumers would be outside the CDR,
unless that obligation is revised in rules updates.
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Expanding CDR
rules to support
the use of CDR
data in credit
assessments

The Australian Banking Association, Australian Retail Credit Association and
the Commonwealth Bank of Australia suggested amending Clause 7.2 of
Schedule 3 of the rules to expand the condition of data sharing to include
circumstances where a consumer applies for and/or acquires a product. The
current rules limit the use of CDR data for the purposes of credit decisions by
allowing the data to be retained only if the consumer acquires this product, in
the circumstance a product is not acquired the data must be deleted. This
suggestion could enable further use cases to be developed in credit
assessments, potentially allowing consumers to more easily switch providers
or access products.

Rules changes to
improve user
experience,
potentially through
allowing bundling
of consents

The Australian Payments Network submission suggested a rules change was
necessary to support payment initiation and consent bundling. Notably, rule
4.10(b)(ii) explicitly prohibits the bundling of consents with other directions,
permissions, consents or agreements. Further attention could be given to
allowing consent bundling in certain circumstances with a view to where the
benefits of a simplified consumer interface can outweigh the potential risks,
noting this is only part solution as mentioned in section 2.7. If such an
assessment concludes in favour of consent bundling, then r4.10(b)(ii) may
need to be amended, noting that r4.9(d) suggests that consents are required
to be ‘specific to a purpose’ which, as pointed out by the Australian Payments
Network, may be sufficient to protect against inappropriate use of bundled
consents. Such amendments should be considered in light of Finding 2.2.
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Other issues raised in submissions

Adopting a stronger
commitment to
expanding CDR
based on cost-
benefit analysis

Submissions to the Review suggested that the Government should adopt a
stronger cost-benefit approach to decision making in the CDR statutory
framework. This includes framework features such as designation, privacy
and security requirements in producing the Regulatory Impact Statements
(RIS), and accreditation requirements. Submissions from the Australian
Banking Association, Australian Energy Council, Consumer Policy Research
Centre, Financial Rights Legal Centre and Telstra noted a need to undertake
cost benefit analyses at various stages to inform decision making. The Review
recognises the importance of appropriate cost-benefit analyses, but also
notes that a careful balance is required so as not to duplicate existing
processes, introduce further barriers and complexity to the system, or add
further burden to participants.

Increasing
consideration for a
wider range of
consumers,
particularly
vulnerable
consumers

As noted in section 3.7, the elevation of consumer interests should be
considered to ensure the CDR continues to deliver its objectives. These
considerations should be made across the various elements of system design.
The Future Directions Inquiry similarly has made recommendations to
support the participation and protection of vulnerable consumers in the CDR
(particularly through Chapter 7).

In a submission from the Financial Rights Legal Centre, it was suggested that
some CX testing to date did not include a statistically significant sample,*® and
it was also suggested that this testing has failed to adequately capture the
voice of a number of groups of vulnerable Australians.

Through consultation for this review, it was clear that attention hasn’t been
given to actively incorporating the voice of vulnerable consumers in the
rollout of the CDR, particularly to culturally and linguistically diverse
communities. The Review encourages further work to attend to vulnerable
consumer needs as a priority, and to be cognisant of cohorts who might be
particularly at risk from new developments from the CDR (for example, older
Australians). Consideration should also be given to how CDR sector
assessment processes can best identify any unintended consequences for
vulnerable groups, as raised by Bednarz et al in their submission on the
inclusion of insurance data. Greater attention should also be given in
providing opportunities where vulnerable consumers can be assisted to
better engage with the CDR.

48 For example, see Consumer Experience Research Phase 3: Round 3,
https://consumerdatastandards.gov.au/sites/consumerdatastandards.gov.au/files/uploads/2020/05/CX-
Report- -Phase-3- -Round-3.pdf

74 | Part Four: Other issues raised in submissions




Statutory Review of the Consumer Data Right

Introducing a Submissions, including from the Financial Rights Legal Centre, Consumer
fiduciary obligation | Action Law Centre and the ACCC, recommended establishing a fiduciary duty
for data holders for CDR participants (ADRs and data holders) to use data in the best interests

of consumers. It is suggested that these duties can increase consumer
confidence in the CDR system, in a similar way that these duties have been
established in other realms where consumers are dependent on another
party completing a service for them (such as doctors, lawyers and
accountants). The Review notes that such a duty would likely increase the
regulatory burden for CDR participants, however, submissions note this may
be offset by increased trust from consumers and willingness to participate in
the CDR.* As a general principle, the Review notes that the CDR framework
should not seek to impose additional regulatory obligations outside of those
that are required to successfully operate the system. Where other regulatory
frameworks are better placed to address a potential harm or issue, they
should be relied upon. It is not clear that the potential benefits of bringing in
these obligations outweigh the additional regulatory burden on CDR
participants.

Joint accounts and | The joint submission by the Australian Banking Association, Financial Rights
consent rules Legal Centre, Consumer Action Law Centre and the Consumer Policy
Research Centre also raised concern over the current opt-out model for joint
accounts and noted they had previously recommended it be implemented as
an opt-in model to ensure the safety of users. Their joint submission
recommended the model should be reconsidered in the context of the
rollout of payments initiation to allow time to evaluate the model and to
determine whether sufficient protections are in place for consumers,
particularly in relation to privacy, complaints handling and liability. The
Review recognises the potential risks identified in submissions by the opt-out
model and also sees the potential frictions an opt-in would present to the
consumer. It is noted that the current model was subject to consultation and
only recently implemented by major banks on 1 July 2022. It has yet to be
implemented by non-major banks (compliance date 1 October 2022). At this
point in time the Review finds an insufficient basis to reassess the model, and
suggests time should be given to allow the system to mature and develop,
before further considering a change.

49 See: Isabelle Guevara, Digital fiduciaries and privacy protection in the digital age, August 2021,
https://www.cba.org/Sections/Privacy-and-Access/Resources/Resources/2021/
PrivacyEssayWinner2021# edn24; cited in submission from Financial Rights Legal Centre.
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Safety-by-design

In their joint submission the Australian Banking Association, Financial Rights
Legal Centre, Consumer Action Law Centre and the Consumer Policy
Research Centre proposed the adoption of safety-by-design principles
developed by the eSafety Commissioner to prevent products and services
from being misused to cause detriment to customers or third parties. The
Review notes that many participants support the current privacy and security
settings and yet other participants find them to be overly complex. Further
enhancements to protect consumers should be considered in this context
and the system should be allowed to mature before adding further
complexity.

Recommendation 4.1

Further consideration should be given to other issues raised during the Statutory Review in the
context of ongoing future legislative, rule-making and standard-setting updates to ensure that
the CDR remains fit-for-purpose.
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Accredited Data Recipient
(ADR)

Anti-Money
Laundering/Counter
Terrorism Financing
(AML/CTF)

Application programming
interface (API)

Australian Competition
and Consumer Commission
(ACCQ)

Consumer Data Right
(CDR)

Consumer Data Right
(CDR) agencies

Consumer Data Right
(CDR) consumer

Consumer Data Right
(CDR) data

CDR Rules

Consent

CX

Data Availability and
Transparency Act 2022
(DATA 2022)

Statutory Review of the Consumer Data Right

Accredited Data Recipient (ADR) under section 56AK of the Competition
and Consumer Act 2010. An ADR can receive CDR data after being
accredited by the Data Recipient Accreditor (the ACCC).

The Anti-Money Laundering/Counter Terrorism Financing Act 2006
(AML/CTF Act), and the AML/CTF Rules aim to prevent money
laundering and the financing of terrorism.

Software designed to help other software interact with an underlying
system.

An independent Commonwealth statutory authority whose role is to
enforce the Competition and Consumer Act 2010 and a range of
additional legislation, promoting competition, fair trading and regulating
national infrastructure for the benefit of all Australians. The ACCCis a
co-regulator of the CDR with the OAIC.

Australia’s data portability initiative. Allowing consumers to consent to
disclosures of their data to third parties.

CDR agencies are the ACCC, OAIC, DSB and the Treasury.

The ‘CDR consumer’ is the person who has the right to access the CDR
data held by a data holder, and direct that the CDR data be disclosed to
them (not currently enabled) or to an accredited or trusted person. For
the purposes of the CDR a ‘person’ can be an individual or a business.

Information within a class specified in a CDR designation instrument, or
information wholly or partly derived from such information.

The Competition and Consumer (Consumer Data Right) Rules 2020 (the
CDR rules) provides the framework for how the CDR it is to be
implemented and operated.

Communication to an accredited person of the datasets and actions that
the consumer is allowing them to access or perform, and the purposes
for which the consumer agrees to their data being used and actions
being initiated on their behalf.

Consumer Experience

The Data Availability and Transparency Act 2022 (DATA 2022) enables
sharing for the delivery of government services; informing government
policy and programs; and research and development.
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Data holder

Data / Datasets

Data portability

Data Standards Body
(DSB)

Data Standards Chair
(DSC)

Derived data

Designation

Digital Economy

Digital identity

New Payments Platform
(NPP)

Office of the Australian
Information Commissioner
(OAIC)

Open Banking
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A party that holds data to which the Consumer Data Right will apply,
carrying obligations to provide that data to CDR participants.

Data is information translated into a form for efficient storage, transport
or processing, and is increasingly synonymous with digital information. It
includes product data (data related to the product/service advertised
for example: descriptions, prices, terms, and conditions) and consumer
data (data related to the consumer of the product/service for example:
consumer contact details, or information relevant to their eligibility for a
service).

The ability to move data from one place to another.

A body responsible for assisting the Data Standards Chair in the
development of common technical standards to allow Australians to
access data held about them by businesses and direct its safe transfer to
others.

The person responsible for making data standards for the CDR,
supported by the DSB.

Under Section 56Al(2) of the Competition and Consumer Act 2010.
‘Derived CDR data’ is data that has been wholly or partly derived from
CDR data, or data derived from previously derived data. This means data
derived from ‘derived CDR data’ is also ‘derived CDR data’.

The designation instrument enlivens the Rule making power by
designating a sector of the economy as a sector to which the CDR
applies.

Economic activities conducted or facilitated through digital computing
technologies.

Information that represents a person or organisation on a computer
system. A digital identity allows a user to prove to a remote system that
they are who they say they are.

Australia’s real-time payments infrastructure, introduced in 2018, which
allows consumers and businesses to make and receive fast payments
which are secure and data-rich.

The independent national regulator for privacy and freedom of
information. The OAIC is a co-regulator of the CDR with the ACCC.

The CDR based system giving customers access to and control over their
banking data and data on banks’ products and services.



Outsourced service
provider (OSP)

PayTo

Participant

Privacy Act 1998

Screen scraping

Standard/s

Strategic Assessment

Trusted Adviser

Unique identifiers

Use case

Vertical and horizontal
integration
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A person who, under a CDR outsourcing arrangement, receives CDR
data from, or potentially discloses CDR data to, an accredited person in
order to assist the accredited person to provide goods and services to
CDR consumers.

PayTo is a new, digital way for merchants and businesses to initiate
real-time payments from their customers' bank accounts.

CDR participants include ADRs, Data Holders, Representatives, Affiliates,
Trusted Advisers.

Legislation designed to promote and protect the privacy of individuals
and to regulate how Australian Government agencies and organisations
with an annual turnover of more than $3 million, and some other
organisations, handle personal information.

The practice of third parties using a customer’s login credentials
provided by the customer to extract data (such as account balance and
transactions) from the information that the customer may see on their
digital display.

The technical and consumer experience data standards made by the
Data Standards Chair for the purpose of the Consumer Data Right to
inform participants on how to comply with the rules.

A three-month assessment to inform an economy-wide Consumer Data
Right, as announced as part of the former Government’s Digital
Economy Strategy announced in the 2021-22 Budget.

A person who can be nominated by a consumer and with consent
receive that consumer’s data from an ADR. Trusted advisers must
belong to one of the specified professions listed in CDR Rule 1.10C(2).
For example, accountants, registered tax agents, BAS agents.

A unique identifier is an identifier that marks that particular record as
unique from every other record.

Where a particular dataset has a current and demonstrable application
to the provision of a product or service.

Vertical integration is the capacity for innovators to engage consumer
within their industry. Horizontal integration is the connectedness
between sectors particularly such that cross-sectoral use cases are
enabled.
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Appendix A — Context of the Review

Background to the Review

This Review was undertaken in the context of significant policy and governance developments in the
CDR. This includes the roll out of the CDR to the banking sector, the introduction of rules to bring the
energy sector into the CDR from late 2022, and the finalisation of the sectoral assessment and
designation process for the telecommunications sector. The practical application of the CDR initiative
to these three sectors provides a good opportunity to reflect on the efficacy of the statutory
framework as the CDR grows.

The CDR is a multi-year, complex initiative that will continue to grow and evolve over the next decade.
As such the Review will need to consider the policy, governance and any other relevant recent
developments in the CDR in responding to the Terms of Reference, including:

e The former Government’s response®° to the final reports! of the Future Directions Inquiry, which
provides options to expand and enhance the functionality of the CDR.

» The release of the former Government’s Digital Economy Strategy®? (announced as part of the
2021-22 Budget), which sets out a roadmap of initiatives to ensure Australia is a world-leading
Digital Economy by 2030 — including the Australian Data Strategy,>® and the expansion of the Digital
Identity System.

* The CDR Strategic Assessment to inform the future expansion of the CDR, with a relevant
consultation paper released by Treasury in July 2021.>

* Updates to CDR rules to support greater participation within the CDR ecosystem.

* International developments in consumer-initiated data portability.

50 The Government response to the Inquiry into Future Directions for the Consumer Data Right, December
2021, https://treasury.gov.au/publication/p2021-225462

51 The final report of the Inquiry into Future Directions for the Consumer Data Right, December 2020,
https://treasury.gov.au/publication/inquiry-future-directions-consumer-data-right-final-report

52 Further content concerning the Digital Economy Strategy can be found here:
https://digitaleconomy.pmc.gov.au/

53 Further content concerning the Australian Data Strategy can be found here:
https://ausdatastrategy.pmc.gov.au/

54 The consultation paper and Strategic Assessment Outcomes report can be found here:
https://treasury.gov.au/publication/p2022-242997
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Terms of Reference

Are the objects of Part IVD of the Act fit-for-purpose and optimally aligned to facilitate economy-
wide expansion of the CDR?

Do the existing assessment, designation, rule-making and standard-setting requirements of the
CDR framework support future implementation of the CDR, including to government-held
datasets?

Does the current operation of the statutory settings enable the development of CDR-powered
products and services to benefit consumers?

Could the CDR statutory framework be revised to facilitate direct to consumer data sharing
opportunities and address potential risks?

Are further statutory changes required to support the policy aims of CDR and the delivery of its
functions?

Objects of 56AA of the Act

The object of this Part is:

a) to enable consumers in certain sectors of the Australian economy to require information relating to

themselves in those sectors to be disclosed safely, efficiently and conveniently
i) tothemselves for use as they see fit; or

ii) to accredited persons for use subject to privacy safeguards; and

b) to enable any person to efficiently and conveniently access information in those sectors that:

i) is about goods (such as products) or services; and
ii) does not relate to any identifiable, or reasonably identifiable, consumers; and

iii) as a result of paragraphs (a) and (b), to create more choice and competition, or to otherwise
promote the public interest.

CDR rules discussed in the review

49

Object — The object of this Division is to ensure that a consent given by a CDR consumer to
collect and use CDR data is:

a) voluntary; and

b) express; and

c) informed; and

d) specific as to purpose; and
e) time limited; and

f) easily withdrawn.
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4.10 Requirements relating to accredited person’s processes for seeking consent
An accredited person’s processes for asking a CDR consumer to give consent:

a) must:
i) accord with the data standards; and

ii) having regard to any consumer experience guidelines developed by the Data Standards
Body, be as easy to understand as practicable, including by use of concise language and,
where appropriate, visual aids; and

b) must not:
i) include or refer to other documents so as to reduce comprehensibility; or

ii) bundle consents with other directions, permissions, consents or agreements.

4.11 Asking CDR consumer to give consent to collect and use CDR data
a) ask for the CDR consumer’s express consent:
i) forthe accredited person to collect those types of CDR data over that period of time; and
ii) for those uses of the collected CDR data; and

iii) to any direct marketing the accredited person intends to undertake;

4.13 Withdrawal of consent to collect and use CDR data and notification

(1) The CDR consumer who gave a consent to collect and use particular CDR data may withdraw
the consent at any time:

a) by communicating the withdrawal to the accredited person in writing; or

b) by using the accredited person’s consumer dashboard.

4.22 Requirements relating to data holder’s processes for seeking authorisation
A data holder’s processes for asking a CDR consumer to give an authorisation must:

a) accord with the data standards; and

b) having regard to any consumer experience guidelines developed by the Data Standards
Body, be as easy to understand as practicable, including by use of concise language and,
where appropriate, visual aids.

4.25 Withdrawal of authorisation to disclose CDR data and notification

(1) The CDR consumer who gave, to a data holder, an authorisation to disclose particular CDR
data to an accredited person may withdraw the authorisation at any time:

a) by communicating the withdrawal to the data holder in writing; or

b) by using the data holder’s consumer dashboard.
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Appendix B — List of Submissions

The Review received 46 written submissions. The organisations and individuals that made public
submissions are included in Table B.1.

Table B.1 — Public Submissions

Organisations and individuals

Australian Banking Association

Australian Banking Association, Consumer Action Law Centre, Consumer Policy Research Centre,
Financial Rights Legal Centre (joint submission)

Australian Communications Consumer Action Network (ACCAN)

Australian Competition & Consumer Commission

Australian Energy Council

Australian Payments Network

Australian Retail Credit Association

Australian Small Business and Family Enterprise Ombudsman

Basiq

Dr Zofia Bednarz, Mr Chris Dolman FIAA, and Prof Kimberlee Weatherall

Scientia Professor Ross P Buckley & Dr. Natalia Jevglevskaja, University of New South Wales
Business Council of Australia

Chartered Accountants ANZ, CPA Australia & Institute of Public Accountants Australia

Communications Alliance Ltd

Commonwealth Bank of Australia

Customer Owned Banking Association

Consumer Action Law Centre

Consumer Policy Research Centre

Cuscal

Digital Service Providers Australia New Zealand
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EML Payments Ltd (EML)

EnergyAustralia

Energy Queensland

Envestnet | Yodlee

Ernst & Young (EY)

Financial Data and Technology Association (FDATA)

Financial Rights Legal Centre

Finder

FinTech Australia

illion

Internet Association of Australia

Intuit

National Australia Bank

New Payments Platform

Office of the Australian Information Commissioner
Origin Energy

Mr James Mackie

PEXA

Public Interest Advocacy Centre

Mr Bikalpa Rajbhandari and Associate Professor Mark Burden
Red Energy and Lumo Energy

Tech Council of Australia

Telstra

Truelayer

Verifier

Xero
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Appendix C — Overview of the Consumer
Data Right

The Consumer Data Right (CDR) is Australia’s national data portability initiative. It is a significant,
economy-wide reform designed to empower consumers to benefit from the data Australian
businesses hold about them and in doing so strengthen innovation, competition and productivity. The
CDR was conceived of as a right by the Productivity Commission in March 2017, based on the
benefits it could provide to consumers and businesses and its potential to enhance competition. The
Productivity Commission identified that creating a right of this kind would fundamentally reform
Australia’s competition policy in a digital world.

In July 2017, the Review into Open Banking was commissioned to recommend the most appropriate
model for an Open Banking initiative in Australia. Giving regard to the earlier work of the Productivity
Commission, the final report of this review positioned Open Banking as a component of a more
general right for consumers to control their data in Australia — the CDR. The final report of the Review
into Open Banking set out four key principles, which have guided the implementation of the CDR in
Australia.®® These are that the CDR should:

. Be consumer focussed. It should be for the consumer, about the consumer, and seen from the
consumer’s perspective.

. Encourage competition. It should seek to increase competition for products and services
available to consumers so that they can make better choices.

. Create opportunities. It should provide a framework from which new ideas and business can
emerge and grow, establishing a vibrant and creative data sector that supports better services
enhanced by personalised data.

. Be efficient and fair. It should be implemented with safety, security, and privacy in mind, so that
it is sustainable and fair, without being more complex or costly than needed.

55 Refer: Data Availability and Use — Productivity Commission Inquiry Report, No. 82, March 2017,
https://www.pc.gov.au/inquiries/completed/data-access/report/data-access.pdf

56 Final report of the Review into Open Banking, https://treasury.gov.au/consultation/c2018-t247313
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CDR statutory framework

The CDR statutory framework originated with the Treasury Laws Amendment (Consumer Data Right)
Bill 2019, which received Royal Assent in August 2019. The statutory framework comprises four
components:

. Part IVD of the Competition and Consumer Act 2010 (the Act), which contains the primary CDR
legislation, and establishes all other components of the legislative framework,

. CDR Designation Instruments made by the Minister pursuant to Part IVD of the Act, which
designate sectors of the Australian economy for the purposes of the CDR,

. the Consumer Data Right rules (the rules) made by the Minister responsible for the CDR. Among
other things, the rules set out the circumstances in which data holders are required to disclose
data, and to whom, in response to a valid consumer request. They also set out consent
requirements, how data may be used and privacy safeguards.

. the Consumer Data Standards (the standards), which set the technical requirements by which
data needs to be provided to consumers and accredited data recipients (ADRs) within the CDR
system — ensuring safe, efficient, convenient, and interoperable systems to share data are
implemented. Where the rules require compliance with the standards, a breach of the standards
may constitute a breach of the rules, and standards have a contractual effect between data
holders and recipients in certain instances.

Oversight of the CDR

The Minister

The Assistant Treasurer is the responsible Minister and sets the overall strategic direction and
expectations for the CDR program. The Minister is directly advised by the Treasury who leads CDR
policy, including the development of rules and on which sectors the CDR should apply to in the future.

The CDR Agencies

The Treasury leads CDR policy, including development of rules and advice to Government on which
sectors the CDR should apply to in the future.

Treasury works closely with the Australian Competition and Consumer Commission (ACCC), which is
responsible for the accreditation process, including managing the Consumer Data Right Register, and
ensures providers are complying with the rules and takes enforcement action where necessary; and
the Office of the Australian Information Commission (OAIC), which regulates privacy and
confidentiality under the CDR, enforces the privacy safeguards and privacy-related CDR rules where
necessary, handles complaints and notifications of eligible data breaches relating to CDR data. The
Data Standards Body develops the technical and consumer experience standards, which are made by
the Data Standards Chair.
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CDR Board

The Consumer Data Right Board (the Board) was established under the authority of the Secretary of
the Treasury in February 2020. It provides senior leadership and strategic oversight by CDR agencies to
deliver a complex, multi-year and multi-function policy, regulatory and ICT program. The Board is
advisory in nature and not intended to supersede or otherwise interfere with the roles and
responsibilities, or independence of any agency or individual member. Decision making is undertaken
by a consensus of its Members who consist of the following:

. Deputy Secretary, Markets Group, Treasury (Chair)
. Commissioner, ACCC
. Data Standards Chair

. Australian Information Commissioner and Privacy Commissioner, OAIC

Evolution of governance

These responsibilities evolved with the rollout of the CDR. In the 2017 Productivity Commission Report
Data Availability and Use it was suggested that the proposed data sharing framework should be
established with the ACCC responsible for regulatory work including handling complaints from data
holders, educating consumers, and assessing applications to participate in data sharing.

The Open Banking Review chaired by Mr Scott Farrell was published in 2018. This Review included
several recommendations regarding governance of Open Banking, including that the initiative be
supported by a multiple regulator model where the ACCC be responsible for competition and
consumer issues and standards-setting, while the OAIC be responsible for privacy protection. The
Review also recommended a Data Standards Body work with the regulators to develop standards. The
Government at the time accepted these recommendations.®’

With the launch of Open Banking under the CDR in 2019, the multiple regulator model was adopted
with the ACCC responsible for compliance, enforcement and accreditation as well as establishing the
rules for participation in the CDR framework. The OAIC was responsible for enforcing the privacy
safeguards and privacy-related CDR rules where necessary, handling complaints and notifications of
eligible data breaches relating to CDR data, for investigating privacy breaches, and providing advice to
the Minister and CDR agencies on the privacy implications of the CDR rules and data standards. During
this time Treasury provided guidance on policy implementation for the CDR. The Data Standards Body
was part of the Commonwealth Scientific and Industrial Research Organisation (CSIRO).

From 28 February 2021, the then responsible Minister for the CDR, Senator the Hon Jane Hume took
over from the ACCC as CDR rule-maker. This change meant that accountability for development and
advice on the rules, and for assessing future sectors, moved from the ACCC to Treasury, along with
overarching leadership and responsibility for the CDR program. The functional reallocation also
included the transfer of the Data Standards Body (DSB) from CSIRO to Treasury. These changes were
intended to support a streamlined and unified approach to the development and implementation of
CDR policy, rules and standards.

57 See Recommendations 2.2, 2.4, 2.6. 2.7, and 2.9 of the final report of the Inquiry into the Future Directions
for the Consumer Data Right, December 2020, https://treasury.gov.au/publication/inquiry-future-directions-
consumer-data-right-final-report
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The ACCC retains responsibility for accreditation of data recipients, registration and on-boarding
of data holders and data recipients, compliance and enforcement (together with the OAIC), for
designing, developing and running the Register & Accreditation Application Platform (RAAP)
that supports secure sharing of data between participants, and for the Conformance Test Suite
for participants.

Sectoral assessment and designation processes

The CDR statutory framework includes requirements related to the expansion of the CDR through a
sectoral assessment and designation process, as well as how the CDR is designed through rules and
standards to support engagement that evolves with technological developments.

Figure C.1: Summary of CDR sector implementation steps
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The Act provides that before a dataset or sector can be included in the CDR system, a detailed
assessment must be undertaken for the sector or dataset designated by a legislative instrument made
by the Minister.

The Minister may designate a sector of the Australian economy to be subject to the CDR under section
56AC of the Act. A sector is designated by legislative instrument, which specifies the classes of
information (data) designated for the purposes of the CDR and the class or classes of persons who
hold the designated information (data holders).

The Act provides that, before a sector can be designated, certain matters under section 56AD(1)
(collectively, the statutory factors) must be considered by the Minister. These include:

Figure C.2: Sectoral assessment criteria
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The Act also requires that, before designating a sector, the Minister must be satisfied that the
Secretary of the Department (the Treasury) has arranged for consultation and analysis about
designation and published a report about that analysis and consultation. As part of its consultation,
the Treasury is required to consult the ACCC, the Information Commissioner, and the primary
regulator of the relevant sector (section 56AE(1)(c)). Making a designation instrument cannot occur
until 60 days after the publication of the report. Before making a designation instrument, the Minister
must also consult the Information Commissioner about the likely effect of the instrument on the
privacy and confidentiality of consumers’ information (section 56AD(3)).
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The sectoral assessment considers the type of data that should be designated (it may include datasets
used in other sectors) and who holds the data in the sector, to inform which data holders and what
data should be designated and shared in a secure way, upon a consumer’s request.

A final report on the sectoral assessment, incorporating stakeholder feedback, will inform the decision
about whether to designate a particular sector and any datasets and entities to be designated.

Figure C.3: Sectoral assessment process
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A designation instrument specifies the parameters for classes of information that may be shared
under the CDR in a particular sector, as well as who is required to share it. Once a sector has been
designated, CDR rules and standards for that sector can be made in accordance with statutory
processes, including extensive consultation requirements.

Designation involves specifying ‘classes of information’ or data to be designated but designating a
sector does not in itself impose substantive obligations. Rather, the requirement to disclose particular
data emanates from the CDR rules, which establish what is ‘required’ CDR data that must be shared in
response to a valid request, as well as what information data holders, accredited data recipients and
representatives are ‘authorised’ to share on a voluntary basis.

Rules and standards

The rules have been developed to apply universally across sectors to the extent possible, however,
sector-specific provisions and modifications are catered for in sector-specific schedules, and will be
iteratively updated as the CDR evolves and expands. Once designation of a sector occurs,
sector-specific issues (for example, external dispute resolution arrangements specific to that sector)
are considered, as well as the development of sector-specific data standards. The rules are made
under the Act and set out the framework to facilitate data sharing.

The rules mandate how data holders disclose consumer and product data to consumers, and how data
holders disclose consumer data on behalf of consumers and product data to accredited data recipients
on behalf of the consumer. The first version of the rules was published in February 2020 and since
then there have been several iterations of the rules.

The standards provide guidance to participants in the CDR on technical and consumer experience.
Non-compliance with standards may constitute a breach of the rules where the rules require
compliance with the standards. The Data Standards Body provides frequent updates to the standards
in consultation with stakeholders.
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CDR roll-out to date

Banking

The CDR was first implemented in the banking sector launching on 1 July 2020, where it is known as
Open Banking. The majority of Australian banking consumers are now able to access the CDR to
securely and conveniently share their banking data to access better-value products and services
tailored to their individual circumstances.

As of 26 July 2022, 114 data holder brands are now live in the CDR system, with 76 designated data
holders and an additional 38 brands. The number of ADRs has also been steadily growing, with 32
ADRs, 20 of which are active. This represents a market share of more than 99 per cent of Australian
household deposits being covered by CDR data-sharing. As of 7 July 2022, there are also 3 ADRs who
are principals for 31 representatives. ADRs are already and expected to use CDR data to provide
services to consumers, such as budgeting, bill payment and financial management apps, streamlined
credit approval processes, and the creation of in-depth financial overviews to assist consumers on
their home-buying journey.

Energy

The expansion of the CDR to the energy sector is well advanced. On 12 November 2021, the Hon Jane
Hume, the then Minister for Superannuation, Financial Services, and the Digital Economy, made
energy-specific CDR rules that include phased compliance dates. Introducing the CDR in the energy
sector will provide Australian households and businesses with more accurate information about their
energy use and plans.

Commencing in November 2022, energy consumers will start to benefit from secure and easy sharing
of data about their own energy use and connection. For example, this could include supporting
informed decisions and greater insights on consumers’ energy usage and expenditure to identify
better value products and service offerings.

Telecommunications

In January 2022, the telecommunications sector was designated as the third CDR sector, following
banking and energy. Introducing the CDR into the telecommunications sector will enable information
about telecommunications product and consumer data to be shared in a safe and efficient manner.
Consumers will be empowered to access better-value and personalised products and services, such as
more accurate information about their internet consumption, phone usage and product plans so they
can more easily compare and switch between providers.

The rollout of the CDR in the telecommunications sector is expected to create many benefits for
consumers, including better product comparison, tailored product recommendations, and services
that help consumers save time and money in accessing telecommunications related products, as well
as supporting more informed financial decision making when telecommunications datasets are
combined with other CDR data.
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Recent developments and future directions

A more consumer-centric and agile approach to economy-wide expansion

In the second half of 2021, to inform the prioritisation and sequencing of future expansion of the
CDR, Treasury undertook a rapid, whole of economy strategic assessment. The process involved
significant domestic and international consultation and provided significant insights into the broad
scope of potential CDR use cases and consumer outcomes. The findings from this process were made
publicly available in the Strategic Assessment Outcomes report that was published on 24 January
2022 and informed the former Government’s announcement of ‘Open Finance’ as the next priority
area for expansion.

Strategic Assessment Report: key factors to support prioritise and
sequence CDR expansion

Prioritise datasets that build on existing dataset(s) or are highly complementary to support faster
ecosystem growth.

Prioritise datasets that support multiple use cases, broad innovation, and user journeys rather
than simple switching use cases.

Focus on friction points for consumers that can be addressed through data driven innovation and
standardisation.

Consider how the CDR might interact with any existing data sharing mechanisms already operating
in a sector.

Consider maturity of ICT infrastructure and digital capability of sector, as well as the proprietary
nature of datasets.
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Open Finance

Open Finance expansion will see the CDR expand in an agile and use case focussed approach —
bringing datasets from across general insurance, superannuation, merchant acquiring and non-bank
lending service providers into the CDR.

The announcement of Open Finance followed the completion of the CDR Strategic Assessment, which
found there were clear and immediate benefits in expanding the CDR to Open Finance by building
upon data already contemplated to be shared under the framework. Open Finance will also support
multiple use cases beyond provider switching, alleviate friction points for consumers through data
driven innovation and standardisation, and potentially enhance existing data sharing practices in the
related sectors.

Consultation also highlighted that unlocking public sector data, with consumer consent, could drive
private sector innovation and improve how consumers can more seamlessly use data services across
the public and private sectors.

Treasury consulted on expansion to non-bank lending services from 15 March to 15 April 2022. By
expanding the CDR through Open Finance, consumers will be empowered to make the best financial
judgments for their needs when choosing a superannuation strategy, general insurance product or
credit provider.

Future Directions for the CDR

The Inquiry into Future Directions for the Consumer Data Right final report, released in December
2020, made 100 recommendations to expand the CDR by enabling greater consumer data
empowerment and deeper functionality such as implementing third party action and payment
initiation, an economy-wide foundation, a more integrated data ecosystem, and realising international
digital opportunities.

Payment and action initiation will particularly be a game-changer for the CDR, and it is expected to
drive greater participation and innovation in the scheme. These developments will require legislative
amendments and will be the subject of a separate process of consultation to inform the Bill. Relevant
findings from the CDR Statutory Review will also inform the design of the legislation.
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